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[4] \ - A L] Figure 2.9 sshows Cellebrite Pathfinder, which allows investigators to perform an image-based search using pre-
B 2] [ +] C‘ generated filters, like “Flags,” “Faces,” “Drugs,” “Weapons,” or “Tattoos.” The sofiware also has features, shown at
(1] P i =y the top, such as “Timeline” (for viewir ents on the phone chronologically), “Graph” (to make a social network

Figure 2.8 shows a screenshot of Cellebrite Analytics, now called Cellebrite Pathfinder, which infers a social graph graph of contacts and commun Map” (to display all phone events and media with location data on a
based on communication events. This graph shows the participants of communications extracted from the phone, as map), “Gallery” (o view all media like photos and videos in one place regardless of source), and “Persans” (to view
well as a histogram of communication volume over time.® profiles of discrete users on the phone).™
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D'I0N '972INJ DI7N7 DN’ 0NN 770N 7Y NIATXNI D'WI9N
(Cellebrite :0'mj71 117N)
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Yeungetal., Identifying TUNTINY DX DN 0797 Al 1122210 1VIN NAY TN NN DIZNNNT D712 NI7120 791, NMIDNT N2l Learning
Systemic Bias in the Acquisition of Machine Learning Decision Aids for Law Enforcement Applications, RAND Homeland and
Security Research (2021) (link); Will Douglas Heaven, Predictive policing algorithms are racist. They need to be dismantled,
.(link) (2020) MIT Technology Review


https://cellebrite.com/wp-content/uploads/2021/05/ProductOverview_Cellebrite_Pathfinder_LTR_web.pdf
https://www.rand.org/pubs/perspectives/PEA862-1.html
https://www.technologyreview.com/2020/07/17/1005396/predictive-policing-algorithms-racist-dismantled-machine-learning-bias-criminal-justice/

0°’'70°2'T 0’0211 D’NDON DY’'YIN1 WI9'NI TN NIPAITII0

TIX'N NP2 N9IND AW YT 7Y
U];U]'Nil 0'NdN 07YINN NN NONT TN NN NI T 09INI9 0'7) - 2 9
N

ISOC-IL

NNJ7 7210N IWN Physical Analyzer DWA DTj7NN 1171200 73 N'NINIZTT 7907 Cellebrite NMN2N N7NN NINNNT
VNN 73 NN 07NN WN D'INT N7 XN 700 2.w19n XNl Cellebrite 7¥ DANINAN VAN AWN YTNN 7D NN
JAVA NXNIY VTNTI INNIY YTNT NWAT 721010 700 ,q0112 .NAIT712ND1 NN mMIXA

Wekome Leamnmore @ Medis Clssifications ($8219) %

ol & S E R %«

v

%

E=]

[
e
=
ie

gﬂ

NN naionn Cellebrite Physical Analyzer N2yn 11NN 0N 'NITX :7-6 NIINN
NN NI9TYN 001 7V NN NANONI NMNNAL,NMIDNTN N2 MTV]
(cellebrite.com/en/physical-analyzer :0T7/717n)

277 Minn NT'N'7 DYONN DAY 1PN ,AXYN DNV 27N 70N NN’ NI2'wN "7y1 0 178 07D
11 VTN qN1,0"N12NN MW7 7V NlIiNN NN N'A L7 12vn .TIYNN 7w 170 7V NV1I9NI AN'7N NINN
.D'TIUN 1721 0N 0N ON 0 - W72 'l ON'RY D'WIN 7V

,02IN1N NNIZNREWI9NN NINNIN 7Y 079 j7'9NT7 7Y9NT DNWONN 01270 NNAN 7Y NINN 7D )TN 7Y 19101
012" VTN NN 1IN17 7YONT DNWONN 7N O'7) ,NINT OV .N N901] NINNAIT INT .NNNINY'ANN 'T72vIN Nl
TV NXND 1IN NINY NIN DTN NYANN 1IN N1INN'T712VINY 0791 NXNI 12N 00N VTN ONY 32,1720 079 707

JTY119N 7NIVR IN YWINN 1)

02N DM1'WINT AT NIFAI71101 7W NIANT NN nw7in 4.1

0'7¥IN NSO-I Cellebrite 7w I7N 123 D'N2N D'WINN VTN TI2'VTIYITNT 0121190 D700, 0N TI7N O77N2ININND
DTN 01970N1 D'AWNNN NIDYN 7Y NN IN MIYPNN 'YYXNND ,NNINA,N7V9NN N21VN1 NNVAN NIYTIN
0r1119N 072N 7Y N12INN 201N 01 ,NNIT .0N7Y 022NN NNDANNT N7'YIN 112210 NN QI7V7 IN AT 1)
D'7VONT IN D'NNONT NIVIT | INY NIYTIN 71707 DVIYY DN NIYNNWN NY'7Nn DAY 0711 01970 57'NT

.0"MIon 0'n v

.Q1w7) Cellebrite PHYSICAL ANALYZER product overview 69


https://cellebrite.com/wp-content/uploads/2020/09/ProductOverview_Cellebrite_Physical_Analyzer_A4_web.pdf

0°’'70°2'T 0’0211 D’NDON DY’'YIN1 WI9'NI TN NIPAITII0

TII'N TNIW NOINA NI T 7Y
U];U]'Nil D'N2N D'RONN NN NFONT TNIW NTNA NI T D919 DV - 1 719
TN

ISOC-IL

YIN'w21 0'NXNIN,0"MA70 NNAN 7W) Physical Analyzer-1 UFED D721 NNOAN NIWTINITVIN 2021 NIW2,NNITT
NIYTIN 7°.yTNN TV YITN 70N 7Y NIENN NPV NN »AWT TN 19700 1'wON 7Y17 NWONY (TNY'] D)
AN NMINNN PN N79NT N9 1171200 112V |97/ NITI0NIENIAN N I7N O'XI9] 0721 I7IJNNY NNDANN
mpeg Y1910 TIT72 NN X7 TI2'VT7 DI TI7 NI7T2AN 7V ndnnon UFED N21vN 7¥ n1JINin N2'20W 10N ny1)
NNOIN DTV NINN NNNT ,2012 NIY NN Physical Analyzer-I UFED D7 7¥ N1JINN N0 11JTIV NTY
TI7N N72AN I72NNY DIVITTNIANN NNOAN NIYTINT NINDT D'OIWN 1'N 0270 72 ,2NI7) .INN 1T N7ANT INDNI9Y

0PN NXNNA 11N NXI9IN

Y'ONT N1 ININYIL T TN DN9T NTNIW Y7 2NT |NIN V2N 'NT NYON ,2021 NI ITVINY '9) ,ITN NIWTIN
ITAV' IWND 0'M270 7¥ 0M1I119N 0721 TVOIY TIj7 72N NYYNT N ,0'NdN DN'WINI DT 01970 1) 7V NI
119N N"ITN NN NIAYT IN WAYT T 1T NNOIN NYWTIN 7X17 )N TXD 107N NNOAN 'NNIN ,NT |9IND Y270 N
NN NNYT N ,NT 7721 .0'TNY DA'RION NIDNT ,NJVN1 DNINWN DNNN DY'YIN 7 0NN NN QNI D700 7Y
TV 'WAN,NIINN,7"NIT, 00470 7T N0N IN N90IN NI2YT7,N21vN2 DA'WINN 772 7Y 0'11190 NINYITN '019

UFED D'72N NIVXNND 1791NY D190 D'NXNNN NIIN'MNT Y112 NINT DIV 178 O'NXNN D N7 ANINT
JANNNARYN NINT TR N9DNN NN D) NIWNNYN 0N1Y ,Physical Analyzer-|

|2'NY NIYTIN 71727 DYIYYN T71 NN 7V 0'00IAN Pegasus IN |90 |122 j7IN0N NYTNT 0'11719 07D 0] ,)2In)
NIyann e Ny n'n’Nl ni'Yva 0iyn on 7'y 071190 070N 7w 0'7YoNT IN 0'NNoNT NivIT
NN YNONT ' wNnwnn NV 877 V' 1'wIN 11 7V 0°1iN 7w 1YY N27NN 178 070 N7Yy9nW 0N
0'7D NITY9 D NTAIVA .WNNYNN '2VNi L YNNND 7Y N7V9NN ND1VN] 021NN VTN NNVAN 'VXNNND INTIVO
12'09N |9INNN 'ONT 2'W NIINN TV 'RON 7¥ NNOINN NIDYVNI DINAN 122 NN2NA NN N7 210N 0MNI9
YN TV 112N P'TRN TN PN IWND  DINT.DAWNN "2 MIYZNT NN'YT N'NNI0N 1IN0 NITINN NYNINN QY
NNNN NIITI220 NIDAYNN NIV 707 "WYY TX YT 7Y 7 210N NIDVN 7V n'71V9i NIVIN TW 'o9wn
0OWNN 'MA T 7V |i7NIVT 11N2W ,MOYNN WIN'WAY 3-N NDIVN IN 170NN 122 N9IN 'VXNN NNAIT ,i7IN NODINT
0/IN0N D'MI2 T 7V D'ININNIED'NNIONY NITINN IN WI9N ,NYTN 7D 7Y N'WINNN DN)'NA N .INY0N D'NNIN

NTONT WY NMINN DTN NN

Y1 DNT7Y N'TINYA NIYAI9T 17 'YW NIYY'AT WAT] "|90" NNAITI 07D N'7V9N1 '2'0m |I'T7D )27
NTNN Y7NNY 12N NNXIND YN VTNT Nw NIDT7 ,ANNN 1270 NIY’A97 ¥Nnwnin N9'wN (N) :0"Iw'n
¥ NNDINN NIIPNN 77N 71021 N7 1N WNNWNN IN N7Y9NN NVNN NNIT'Y9 NN0NIETV'N YRONT N7INN
N2V N7ATIN NT7IVO NN YNONT NIND :DM17Rn 021NN 7V "DIN'T™7 wwnl PN NIPAN (2) . TV 0N
Nn>vn1 (log) 'oONIVIND TIV'NIN NN NIYT D2"N Pegasus IN |90 NNAITD O'7DW )27 72N NNIVXNND VT'NN
Q712" NY'7NN "M D WYNN 197 TIV NN WHTINIT NRVY NN LTV YRON 7Y DNQ70 NOIVNA IN N7Y9NN

N0 |9IND 121N IN NWT IN YYINN 7V DB MIYEN NITIVo DIrT

1IVITIN YTNT NI NN TN IO 1TV "|90" INNAITY 0F7) T N7wi WINN 1 [70N'7 [N ,NT Vi 7Y
N1 NN DY DWAIN DNNNINY Cellebrrite 1700 77207,(77wN IN DITA7 102N DININ 1177 919 13NW)
D779 DN

.Exploiting vulnerabilities in Cellebrite UFED and Physical Analyzer from an app’s perspective (21.4.2021) (link) 70


https://signal.org/blog/cellebrite-vulnerabilities/

D™IN 019701 WI9'N1 AYI0 7Y 0110)

1X0 NAN 7N 12y Nawm

W19'N71 NX"197 D'AT{7NN 0721 NIWANWN N19011 RWIT 7KW NBw 1.2
70T

N12N NIXINN 0721 ©1911,0°N0N 0’1'YIN] WI9'NT7I NX197 O'NTi7NN 02171100 0701 win'wi
N9IN NN 7Y NN MIY7 02 NN, TN MOYNT 71 7221N 1R, 7'YT7 N1Nn1 Nj701W Cellebrite
.N"Xni onn NI ,NI'0191 N1AN7 NIYAN :NIPNLVYN |I'NY NNYZN VINDT NIPATIN DNNN

(VNI NI71200 ,09¥N7 NN - "IN ,12V11) D'09YNN TIWNA NI'019N N1INT NIYIL DAIWN M7NN 'M
Ufed Touch "1 ,Cellebrite 112N 7w wI9'NNI NMTNN NIAIT712021 2N |9IN] NIINNND DR D'WNNWN
NIV IVUNIQ TIV 1D NN 0'09WNN TN 112V '770N0 AWNn 7Y 'N1 JnNon ,nwyn7.0191 Ultimate Standard
TV TINTT )] N1N0NN 7TAINND WI9'NE NN NN NT7277 TN NNOYWNT NJI9 Ny 01NN nnxn 2015
NNYN ;19707 NINND'D NXN9" DNYONND NINNN N DNINY 0111712000 072N NITID' DY NIYAN 7 N210 1NN

STITIN NID2INALI9T02 7INT VT'NN NI ;)I970N 7V MNINNIENTY9NN NDIVYNT ONNND VTNN 7¥ NNND]

NIYI2 NNFINN NN 1NN 18.8.2020 0N NI'019N N1INT NIKWAN IV 770N AWNn 7Y 'Nw1 Jnon ,qoi1a
ANIN 7Y N9 NP9 NNV DNWONNN Cellebrite NIXINN 0701 190N DY NN NIYNNWN NI'O19N N1INT
2."macOS 7Y n1oodn X"l ,Apple

TV w19'Nnl TN 721 WIN'waY NIl NI'019N N1an'7 NIYAN '2N0NN n'71vVi 1NN |1ynin NXNNin
NI 122,781 NNVPN 17270 N19011 N9IN NIPIYA 7Y NTIAYN N2'20N i7'7n Nin Cellebrite n1an
.N"Xni 0dnn ,onn

DIXY 9713 NM7Y910 0NN 0119701 WITN71aXM97 MTN9 D7 2.1

-

TN 0°AN7) - D°NON D71 N9HL *PWONI AT Y9521 - °aWNN1A WIDN "NX 20,000-1 nHynY”
nINTIA 071Pwonn *Hyad nrnw °H21,TNR TR TAYNA 11T INRY nwyl 1270 ,21Y .1
POD NR TNYR LDV ’D NND 7D YXI DIV 1DP’M WIDNN MX’NIY TWRA YL NNIR)

73,2021 MW YNNI (I ,[IVAY 7Y 107

J

NYTIN D2 INY.QIR7) (27.1.2015) YIN 790 / T'N* {790 DV TW{FNNT NIID NNA0DNA N'VINTN NYT NN (U'NN,0"IM) D'oownn Twn - 71
w7y (2021) "0"IM w"NN 112y UFED N2 wn7 nzitnni nw7 Cellebrite 112N DV TNV (790 11091 NNWENN" :0'09WNN TawnN DyoN

Q7)) DFIN VRAIN-NT NN VIINT N0N2 D/70'T IN 0'N27 NI9XNT 17N Mac OS X 10.3 N7V9nin NIVN 7Y N12INN "7 NN FileVault 72
JNT7N 0OIWN 7Y TN (7097 1 Nj7091 ,4 W'D TVT ,|Ilvnw 9"wa 73


https://ams3.digitaloceanspaces.com/budgetkey-files/procurement/tenders/189402.doc
https://mr.gov.il/ilgstorefront/he/p/4000543950
https://support.apple.com/en-il/guide/mac-help/mh11785/mac

0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI n'TN NI'AITII0

TIN NI NOINA NI TV TV
U];U]'Nil 2NN NAINN 7N |2V NDIPNEDNON DI9701 WI9NI NN 7V DINI - 1 {19
TN

ISOC-IL

Iwj7ann 2019 NIY2,7¥N7 70 .00 NI 2772 N1 NXI9 77'017197 1290 071 019701 WI9NIENYTNINI
0NN, NNTTXT 72070 7N 301,000- 7130 10 INN9 NJ7NN2AI 74,711 1970 N'wON1 WI9N 'iX 24,000-] 101
N NTT WI9NT INNJO0N NN 17010 jN1 0’9011 01

NNJ0N1 IYY1 D'WI9NN 1N IWND , NN NYIINT NX9N 0219707 NMI'TNN I NN NPNIXN NM0WNN 11NN 0
Y7 2014 INN29 D'WTINN 2,707 )2 .0PNAN N7 DPMITN-DYE'N DN'IN 1T IWND 02 ,IX 7D NT717N0N
2,009-11,'019'W IX NIYXNNA ;7721 D2INN 490 71 1WND 01711 011970 2,499 N'NANN MLWNN T 7V 117111 2015
76.0NIT QN2 071 019701 D'WI9N 127V NA7IV NI LIX NTT 7Nl NNJ0NA D'WI9NN 1KY DNNIN DN7Nn

0IWN 2NN NOI7N 772 NI'N1AY TIVA .09WNN 'MA TXN N'ON' AN IWINT DITIN0 NIIND (71N '97 0'1IX 90112
N'NTN V'Y 7n0XN 2016-2011 03w 7V 11019 NI11IANNA,34% 7V INTAY NIW7aN 1NN TNy 2016-2002
|NY, 7271 26 INT1 2020-2 IWAINY NI 3,692 1NN - TNI'NA DIYI7 190NN 191 2020 NIWA 77.0TT712 D'INNT
,N0 NITINNT NIWA 3,359 0OWNN 27 Mdwnin Nk ain n1,2021 NI NdWN1 110NN .N1Y;7an 7700 0.7%

791INN 99-N NI NIINN AN ,3,350 172700 NN

NNWY 7Y DNI019] DIXVN NYI9N TN'XI0IO NN DITTNNI NYOINN 97N NN 27NN NX}7 7V D'XN 178 0IN)
LQMYrTY DTN 7w DNI'DI9] DIN [1970 N'wIiN1 WI9NT W'y IVONINN NY19]1 AWNNNAL,NIWA D'WIN '9TN
021N "IN WI9N ,NXN9T NINTZNN NIAITIN001 'M0YNN wIN'WNN D'VOWINY D'NIN 7Y DIXY 7' 121N

.0'mdn 01970n

D'WTI" 11N [TV D21 021N 17°N 3.1

VI9'NTI NNYNT ,NNXN97 'NT7NN 070 7Y N'7VONT TNINI TN NNI0N 7¥ 1INV NN AXNNININN |I'T
NIINNNN DY D'YXANN 1Y |9IND TVI q'Nin 7V N9YN N'MTAIV PPN 1'NN 0NN 01970211 0777 0'\Awnna
TUNT,)TN N9IN NI'XN DIDINN 112V DNTY 'MYY7NN VN V180,071 019701 D191, AWNN NN D'WI9N

DIYN INDT7 N7T'WIN NY7NNY 721N 1WY] 0NN 019701 D'WI9N NNd

NN T INT 2 7V 81 M0 NN |OIND D7IVA 19WN] NI TA72 NOINN NIMKAYT D'INTITN DRIND,0NATN VA0N
NININ NINTAVN NITNWN DN, NN 2,027 &Y XNn N7

.24 Nj091 0¥ 74
.(2020) 7 2019 'vO’LLON |INIWA TNV MOYN 75

NON1 0NN .(2016) 132,131 N LOWN 'WYN "?17W TN |I9701 WI9'NT NIDNO 7N NINT 1712 77NN NNJ0N DNN" 1ITNT]POWI0N TV 76
V1NN woIn {7in '9 7V 7"NX 12ITn Nannn "7

.(2019) 42-34 ,123 Ry N 37NN "NIYNN TN TR 2790 T8 XTI W 7N NInD Y- 77
.(19.1.2022) PYINN "wNNWN MLYNN 7D NN DWVTI N7 NITND DAWNNDY D091V :N10WN1 0ND1" 1 (W1) ywin' 78
.(20.06.2022) bD''72'72 "2021 NIYT INON NIATNN 'NIIFTL DI INOIN NITINL WINWN Q7'N" |12 NINENTAN. 79

T Nj7INN NTVIT I0NT7 NDNX MOWNN 0T 7INN {770 .2N0N NITNN {7IN NIDT NWON 7127 NIDINA WIN'WN D NIVIO TNw nown .ov - 80
DIYNNINIYZAN T¥ D9 NN DININ {7702 Nj790N NN TNIW NNOWN ,NINT DY .IVXIAY NIJTNNN 190N 1272 D0'71TNN DIN1N NN N01IN
.0wNN "2 MIYZN 210N N0 NITNNT

N vVOWN NIV DI ,"'70 T YT'NI DAWNNT {7INNN NP2 NYV7N NPPDND 7V - DIAWNINN D'WI9N" 210-DINY NNY 1IN NIROY 1707 81

Q) (30.1.2022)


https://www.taulawreview.sites.tau.ac.il/post/rahum-twaig

0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI n'TN NI'AITII0

TIN NI NOINA NI TV TV
U?UPNH 2NN NAINN 7N |2V NDIPNEDNON DI9701 WI9NI NN 7V DINI - 1 {19
TN

ISOC-IL

109N1W 02N D™1'WINA 011N MX'AT DAT7110 0772 N7Y90 *IA7 N7NW

" 7V Cellebrite '"ININ NNAITI D'NDN 019701 WI9'N7I N'TN7 D9 D7D TV A'7Y9Nn 9i7'n NN
?NNJ0N 0'01 7V NNJI'0I9Y IX TW 17NN 1T D'WY] 17N )INN NND 27N NRIYN N9INRNI N'i7Nn NP1
NNNYT N7ITN 17N 0702 wIN'WN N NND - N7 ON ?NN'1I0N NNIN NINTA NINYAYT 71 D720 DN7Y9N DNN

NPV NIN JNNJ0NAY NN

YIN'WUi |9IN7 Va1 MmN NI'YTn & Cellebrite NNAITI NIDIVN D'7'YONY N'i7Nin '912N TNN ‘707 ONN
D'wNNWN 0N D TNI'MN21INN 07,070 |'N DN 2WXNND 7Y NIN'NID DTN IN D'V 2107 Y111 7wn7 ,|n]
DIYTN NIWYNN NITNT 0'0N'NN DN ONNELNTONT 0'7911YN 0N J'N ONNL,D'7N] W ON NI DY D 1770 01702
0770 0'NY{7 ONN |INQ7 &' ,90112 ?INT7INY DN WIN'WI NN IN DTN DYI9NN Q7' 122,070 1T D'WI9NT

VTNT N 07270 NN M NNdENE DY VTN 1107 DDIY

020 D™1°WIN 97 "NNA AFITI” A100 DA171100 072 N7Y90 *IA7 N7NW

NNaIT 71NN "N7aTn" NIYXNN] D'AYNN |2 MIY{7NT 1IN0 NIIND VINAT 07 7Y n'7V9in qi7'n nn
?7NW1 NIV N9INN NIMvA ' T 7Y ,|9"0

71NN N9I{7N DI'01 NP’ N0 NNVAIN TX'I1,0'AWNN )2 MIYZNT 1IN0 NIIND X 7Y YXINND 1IND N

NNV |I’NI 71N N9IN '912 T 7V NINWI'NN D' AWNN MIY{ZNT 1IN0 NIINN 7Y NI90II NIMAITIID0 W' ONN
NN N7YON TNIY NNOWN DN'97 NINNNN DIWNN D'NIDTY Vi 7V, 7UNT NINT ?2NP2’0{7" 1IN N'09WN n)'N]
82 TN 'MIN 7Y 0'2IN] MNMIAVN 1017 NN 7Y D0INT NN NIT90

L'WINN TV NINN INI7'YO NN NIYIAYN |NW NT21Vn [N2'N1 2178 NIDIYN 7 n'ji7Nin DIN'T 7TN'XI019 NN
7Y VTN NNVIN NIDIVN NN V191

020 0"1°WIN 97 N0 NINAT IN WIA7 ,*INT7 DPAI71220 N7Yan 7y NI011 N7NW

D'VTIN 1IN 22'WDN'T DMYIZNN |2V NNIAYNN VT'N 'IN'N D2 1772 07" 0119701 1VXIAY D'YI9'NNN NND
97’0 N 81T NT712'2 D) WINY 0'NON 019701 VTN IXNT D'1NI9 07D N7Y9N N77) DNAY 0'0YN N7 0NN 7Y
.797V1 0I7 NYOINN

0'2'2n ,0191 0’71’1 0119701 ,0°'NJN D Y'WIN] NI'NI9 NIPAITZID0 NIYXNN] D'UYIY D'YI9'NNN NND
NniywIinl DIY'N 'IND

Nynj7 N'771dn 7357 ,ANTN 07317 )2 NIN2n )IN,0'7'"] 0119701 WI9'N NIY{717 0D'2Y1 DOYN 'N1AN) TV
|]OIN YTINT NI2’NN |AIN Y7071 DTN 712D 7V M7, NIo197 NIMMINN NI'd 2aPnTlL,AYi717 011 DIN'Nn
ODONT NI'YANN VIINTI,"DYT7D DX 139N | ANT NTVI 1T AWAT.IFTY INEI9N DN DNAY NINGNN NN 019N
DN1Y D'TTI2 07N D'NY7,)IN1.QWNN NN WI9N '1X7 7790 )T 170 j7IN1 01 )2 .0TN 7W 1WID11 NINAN N77

(13.12.2020) Israel Defense "D'NITN 7Y NWT) NIAYN NNN 717 NAWON MIYNN 790N NWZAN MOWNN" NANITO7NN 'NY :7wn7 1IN 82
Qw7 (12.12.2020) CyberCyber "01101'N2 117w NYTIN INN DTN TNW Mown" ;Q1w'7)

.(3.8.2022) 1270 1 TN NN 42209-04-19 N"on 83


https://cybercyber.co.il/?p=759
https://www.israeldefense.co.il/node/47062%E2%80%8F

0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI n'TN NI'AITII0

TI'N NI NOIND NIYA T 7Y
U?UPNH 2NN NANDN 7N ]2V NIIAWATDNIN 019702 WI9NI NN 7V D1INI - 2 {719
HalUA

ISOC-IL

D'NAYT IND DIN NIYXNND,NIYNT NAINY QWNN NN PI9'NN IX §7'N NIN 120178 |9IN] 0OWNN N DNNY
7Y 0"9'X9D 01N 10 ;(DI'N 'MIN'RN 771N7, 7271 DTN DN0N NAVYAT NIPX7YTON ,TUNT) 7171 D'9'X90
VI9'NN DINM IN 8;(N'72 NMI00N IN 01010 IN NAINN NXAI7 7727 0N TUNT) 70 1970010 Y7N7 NP DNIN
WI9'NN X 7Y 207N DINNY ONN |IN17 NWON'Y 02N 12191 |'N , INT DY 85,7271 MTAIN N9I7NA 179N 01IN7T

MDY NP'O9 NIN 0OWNN M1 ' T 7V

?N'{7NN INN'T ]2V NIAYNNI D7) 019'70Nn 0'X70N 011190 0'7DnNY 0INN 7¢ 071122 271V N
[T NT'N2 D'7NN] DANINN DNN ?NNNN DN 12 WNNWAT INAY VTN NIND DNW] DNNINN ONN, 7TWNT
DANIN2 WIN'WN |9IN 7V 01 7N NI'019N N1IN 127N 117 121NN NONN NITNX N7V DNN ?2NNWN 101NN 1101 NYj7Nin

20172 IN VNYN ,NNY7NN NNJ0N1] D'ODNIY

?0N'TY’I DN'7V90N 7V YT'N7 IN DN '727NNY VT'N'7 0721711000 0700 NI'790 7w nwan NT'n nn

N7 1IX7 NSO MANT NTVIN NNA9 XD IXN NN N"IT,NTVIN NRFIN NNYTYIETVINY NIYON N7 T INT
NIY 72 1INT NVNN NIYXNND NYNIAY 72T 72" NITIN 7V 01N 07'TNN NN2ANN,N"ITN97 .NTXN NN VTN
8."TVIN ININA 72TAW TN I970N1 ;727NN NYXI 1Y 71TNN TVINN ;MOYN1 NNITY9

1(24.12.2020) |IN 2 TN NN 47580-12-20 (W1 DITW) N"X;(15.12.2020) 0'0j7aN ') TNIW NN 30588-12-20 (W"1 DITW) N'X TWNTINY - 84
.(31.12.2020) 2179 "1 TN NN 68831-12-20 (W1 DITW) N"X ;(30.12.2020) 179 ' TN NN 64974-12-20 N"X

.(6.1.2021) 2179 "1 TN NI'TN 5669-01-21 N"X 7TWNTINY - 85
.29'ny1,39 " 7v7,MnNn"IT 86



IXAWT MW 7M1 11T D100

00N D'WIN1 W17 i¥May

D*IWNN NIWFNT NIN'W7 N0 NN :A"1007 m'7An 1'7and [*Tia aon 1.1

- QO

M’RNNY NN Y A0 NITRA PINY NP°PN 21PN YXRAY PWNn 11X 02°pw P YY pivnY 1N XY

NY213 110N NPOON NIPR DD NP NP2°VNNIN NNTONN 01PN YW PD1100N MR'XNY
NINWN TWR WTNN 221912000 D71V 122190 NN°WH 1N NITRN YW 1w N DY1YNnN 12ynn Nyl
VTN 1TV 2pYN YW NP0 "AN1N 19IRA 1TON TWR NPIDTY Np’pn NWITY .1D°N XYY
T19°0” YY TYNN QPN 2N VTN RYR PWIR P2 NTIWPN P11 RY N1V1INW DY 1% 0°wa
D0°1°9RNY 1Y 0°W2 N7°22 NNYYDHN NIDNON N1Y122 NR 1°ToNY Np’pnn Yy .0TR YW "N
72 .111PNN 2NN MYXIANN M2V INKR 2pYyn’ vann Y21 NP2 NY29n YW 0 TINn

@ JPOR WATAY PN Y122 RY 1995 NIWA PRINNN TWR N1°A102 121N D
2022 )10 NIV NMIT

J

W NN NITIVO NMIINE VNN M7IN DN DNN NTENNINN Y92 NNNTNA 1IN 172 NIINN IN0 NATNN
NN D1INI NPT 7INA NNTAIN N0 NITNN .1979-0"7WNN, N0 NIIINN [7INA TTOIN NVINA 8. N9NN NI
DAY DA77 N WINWN DN 7230 7NN ,ITAT7IVO 78 NITINFD NIJYAION N1 .02 D'ONNWNN NYITI NNJ0N N7
70N NN 7{7INAN DAY 102 |N0IITN NNTINN VW9 210N NNMAY W NVINT IN NVNT 77 NN NN
-12"N N7V NN VA7 79N DOWNN N1A,DNNNA .NNN N1 NYNINNN ANT PIND NN 792" 1IN N 1Y 2NN
OV N1 12 D'WYIN NOTN IN DINY DNIVAYA 10 NN 1D V71,9 N0 NIINNI 12TN ONN TINT7 72 "NInT

89, NNWN W NIy

NNTYN 17921 D'7T'NNN YN N0 NITND VIXD NNI0NA DIWN DTN 770 IN INNN "NITRNN Mwaw" Jwinn
NTNMN CI727NNY DNXINN Nj79N02 DNNAENNIDN N0 97 AN0 NITNN YXAT 72NN 9IN 1T 7V DIWNIN I
ONNND,DNNINN N7ONA .0AWNN 2 MIYN 210N NIINNT 'VYXANN )IXD IN 1270 N2'0N 191 D09 N2'NNN
079NN ,NNT DY IPX7T79N NI D'NP 04709 W7 "IN 7'9N7 110N ,12"0N N2'0N 7Y NTIavin NPNan7

o1.20NNN V'INn V1NN 737 NN ,AN0N NITNN 7Y ININD YTINY YTN7 1 N7 D'91WN

.26'nya,0w NNt 87

,0UNN 2 MIYTNT N0 NITNNT 'YNNIN DT 77021,0T'YNNN .MINN NY'P91 NNNTNT 1DN 7D NN N0 NJTNNY) 14 Nyl 0w ,n N"IT - 88
("M7NE VRO NNV NYVIN INT NIIWN NYE7NN NIFDN0 NNI0NA N'INIEN'NON NY7IN DY N7 NN

.(23.8.1993) 195, 177(4)1 T"9 NN 1 TN NN 92/1497 9"V 89

TNIXN NNTVN 2702 DN'WNY IR, N0 NITND VINI NNI0N1 DIWN D7V 7720 MTAIN "NAinn Mww”) 49 'nya1, 39 w"n 7v7,n N"IT 90
((TY' IMIN "Y1 NDVNNN I727NNY DNINN Nj79N0 277 TVILD0N TY! 1973 IN0 NITNN VINIAT NININN NTRM T 7Y DIUNIN

27 NTN ,ANON NITND NN NINNN VTNT 771 N7 D'9IYN DN N"0XAI N'NA 079NN NNYAN 7Y wNnwNn 7wnnl") 51 'nya .oy N NI 91
NIN7TONN NN (120,700 [INVA1 TIVON INT D'7'YONT YATIN NDD mMOWNN ' T 7V 1TINN VTN ITON 77100 ,NVNNN VIaNn VTN

.("Dxan nnenl



0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV
UNUIND D'NON DAYINA WI9NTI NNNOT TN MOWN 71l T MI0N - T 719
TN
ISOC-IL

1D19'0N NN ,1121V7 2772 AN 19 7V NTY N0 NITNN NITIVO TV YINK 7Y 17179 10N NNOI N0 NITNA {7IN
NIITND ,'NII0N |9IND NNV NN TIXT N0 NIINA VINDT DN D70IVA L 7INYT 7-1 6 D'O'WDA VIATN NI
NDIN TN NI 'O / N'WI) TINN DOIW T 7Y IN1 N0 NATND X 19 7V, MIYTNN NNAN NN T NIWYI 17N
NININ 1T WY INNTE,NINON ‘727 NIWN 2N NINTA MOWN X7 T 7V NNINN NW7AA (N7 RWIT NN T Y

93,2¥11 |20 NITA NOWN N7 1T 7V DOIWN 119

% ."NI0T91 NYION NTN NN 77" DOWNN N'AW INNT,N0IN MO N7 Y717 ,/0I9'Y IX 72121 NAYNN N0 NITNN
NIIND NT7IVO TWONN 8 q'VOI ;IX NT7 D] NIVY 48 1wNT NIINN D'OINT 0Nj7N1 TWNT YWONN 7 V0 ,NINT DY
NNTAND - INNJ0N NT7 1ynw» PMINYY NIOXT 712 110 DTNY DI7N - 0'2N0 NI IWVIY NINWT ,IX NT7 N0
D'UNYNN [7NNN IN {70 DINTIN, DN PRINT NITND IWN DTND NINT N INNT &P AN0 NIINNT NN .Q'V0N
ON 72N ,)210 IN NIN'WN DI7NE NN DNFIN NITND AWNL 772 79 17T IN NN2VNT ,n0YT777 wnNYT DTVInn IN
D'UTIN 37V NTYN NTIWN AN'NN TV 19)7IN NOIN NINENNINY NITNNN DT NN D197 WY, 12 1IND .WNIN D'VIT 0N
NN NIYAL7N ,2007-1"0WNN L, (NITNND AN'NT NY472) AN0 NITNN NN NI9OINN 7N NININ TN 22NN NN 0N

.(QunNN1 N2MN IN1) NITNAT NN N7 71707 &Y 0'0190 NINE N0 NITNNT NWj721 |17 ) Tn NT0

DN [77INNN,D7INT.NITNDN NN PINY AI9NN 19700 190121 NITNNN TV 12172 IN0 NITNN XY AT, 770D
NI2'012 %6.019'wN ANNN INNINYTAN NWIN 27V NN VIT 1IN VTNNN (770 |02 NI2'0] NINY7 D'NV7Y 01
VIT TYTW YyTNN 7 N7 DN QN NITND YNNN 019 1IN |NIYY IWON ,0OWNN N 7w NVTN TIPYT 919011, 17N
AWN 0'9011 019707 NITNN D) WNIN YNNT )N, 010N TV'7 NAINNT 0OWN N IX )N NNI0N2,7wN7 7)) .UNIN
[1970N 190N7 {71 72210 1IN WN INND AN 210 D AT NN NOIZN 170N TV 7Y IWIN'RA DINXN] D NTIY

97.NT)"VT7 011NN VT'NN 773 0'01 7V ,09UNN N1 ' T 7V YAI9N] )NYINT YN NN JIXY 010NN

NNJIN‘7 02 WNW'T7 0712’ AN0N NITNN "MININ N, VY9 210N NIN'AY 7V 0'2N'] 1IN0 NITND X D X7 IR
T12'21 ,NI'019] N1J'] VN9 llNN TAY'T] 7 WX O’'N'V7 I NIY0 N'7VN 17 1’210 |11y 210N NNy
%.NININN NIN'Y2Y1] 71 07 1¥] WIN'W IWNT |INY 7i7inNn N7

MIY{N" 7w 1072 NN'YT NATINN 7V 01 NNIN N7'NNEIND NITND 7N NN'Y 7w N1TINN N2NTIN 1995 Nawn 7nin
990N NIYXNNI INND "NN'W™ 7Y NNVN IN D077 ,NYMPT NONYNN "NJTNN" TWND ,"DIawNn |2

N0 NINN 7INT 2 QY0 92

NNN N9 INNT IND NITNN WNT W INEA 11 ,(7INT 4 §'V0) N2'TNN |IND2 NONT IN0 NIATNN AYN IINT 12210 D Y27 N0 NIND 7N 93
JINO NN

oY 94

16 'My2,39 W'D V7,00 NIT .0Y9'7 DYON WITNT N NN ;7INT (N)6-1 (T)6 D19V 95

19'Mya,0w NN 96

.ov 97

.(14.03.2022) ON'ON '3 "1 1089/21 9"V ;(28.10.2010) TN NIFTN 1 INTAND 6143/10 927 7wNT7 N 98
.DWNNN 7IN D770 NI0NA,(1995) 1979-0"7WNN ,AND NIIINA 7IN7 10N |7 99

O



0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV
UNUIND 0'NON DA'INA WI9NTI ANNOT TN MOWN 71l 7T NA0N - 1719
TN
ISOC-IL

NINIWD DTN WONI NINW 12 7V , 200 ', TRIY D'awNn |2 NIYZNA 12VInN AWNn 1IN 7 Imny
JIWY AWNN NN 7 N7 PN 2 0070 1912 1T TV Q0N NI 1AW |9INTI TVINT VA DIV DMI9IN]
172 WION IN WATT7I "PON" WNINT7 NNNN NI ,ITN AW IXT N0 N0 NITND IX WNTT,NINIoN N0

.DNDN NNXNN I¥ WINT7 NNNN NI

~ (stored communication) 1IN VTN 2 NINANN 7V NIV TN T2 NIIWA DIDNON P2 N7A17NN NINANN
721N .AN0 NAINN {7IN7 NOI9IN - (communications in transit) NMIAVNA NMIWFN P27 1°°,wI9NN NTI79YT 190N
TIVA,"NNW'N VI NYA DAWNN 2 MY 72 NMIRYAN 1101 7V 17N 11 IN0 NN YXAT NIDNDA NINYYT
ILINA VAN WN IWNN NN O1.YI9N 210N D71V NIINN MTNN TVINT DTI7 2WNNA 1IN VTN 7NN NTNY
N2WINY 7'NIT TWNT) DAWNN 22 MWD T 7V XTN YRIN TN VAN ON D1 N QWNN IN T 1970 (120, NN

192 "J9N") NININN WONI ,(AWNNA 1INIW INNT TIVTA I'N NAT Wi7IaN N DAWNN 2 MIY7NA

yT'n ]21,00AWNN |2 NIYTNA 12VINY Y70 1N 1N VTN qI0'N N2 ThN NIVY7719 NTAY 197,27V
WI9'N NN ,{TINN 97 NININN 1IN0 NXWNA W N7IVO DN 1IN 1IN NIFNN TVINT DT 727N TWN
TITWT I NTY NN NN NIOMO W NT0OWNN NTAVA,IINT DY 1°2.110WNN NIJN0A 1INY - AWNN1 'IN0
NN DTN INTINY TIV 10402780 VING TINT X7 YWINT TN 77190 N0 NITND 7Y NTIVO 7 9112 |9IND
N0 NITNND AWNM NT "WI9N 1IN DIAWNN 2 MIYTNN VTN NT7A7" 2 VAN WIONN NTI79T ()N23 V0 NINIIN

]’2 MIW{TN 210N NIINN71,'7721 1IN0 NITINN'T NW{71 N120N1 2NN VIS 7V INP{7'T NI2’'WN NNY{7 ,9011]
|NNN V213N NN NIPDTA FINNI0I9N NYI9N q7'N NN 0OWNN N N12N 1NN NTVINAYXY '9) .0191 0'AwNn
V9N MI'7N 'YNNND WINWT Dj7TXNN NN NTN |OIND TIFWT 17 YWONT NIN 7V N'NNdN L, 00N 210N NJINNT NN
N;7N2 N9 NYI9N DTN T7IN TN 'NZNN INND 2 WATIN [ITND DN YT, DTN 7¥ INPP0191 '0N1T ND |9IND
NJINNN VIND DY 77N VTN Q7’01 Pj71I2NN NJTNNN 10 NN 7'TXNN 'NTAIVA 001N 1T N 1T N7 JOY7170
NN NN IN'MNY WN IN'AT NITAININNTA VIA7T7 N1 ONN |IN27,1N07NN 110N, 721 0OWNN 'Y NN 7y 2N

195|111 720 NI'0N91 NYI9N

na'on 7¥ NTIAVN NPNINA VIAn DAWNN 2 MIY{ZN 7Y N0 NITINNT NIYEZA7 TNN 091000 N7IVY 190 ,07IN
¥ ,02uNN 2 MIY)N 210N 1IN0 NIINNA NIX Y'Y DY9 721 ) NN DI TV 'NJNN 7MW NNOWN1 110N
NNNJIN NN'IdN N712' 1217 .0'09WNN TYNT nVIT NNPAIT 07’0719 2. MIY7NN 110 770 NN 0OWNN NN w717

NYI N DAYNN 2 MIYNLAVINY 7"NITTWNT) DAWNN "2 MIYFN T 7Y NYTN YRION TN VN ON 01 ,N¥70 YRIN1 NN IPNN NN 100
NTIFOT N23 'V '97 2WNNA WI9MN IX NIYXNND 71 MOWNN T 7Y NAWON 1IN N 2 7V1,"YON"D N'MINN WON1 ,(7"NITN NN INY NIN
NT797 43 9'V0 '97 02NN NNXNN IX NIDN AWNNN NN DN IXNT DN NN T 7Y IN 17 (91N WI9ININ VINK |IN L PI9'NN

.21'ny1,39 "N Y7, N"IT 101

TV IN 172 |9IND WI9'NN VIND 1IN L,WI9'NN NTIZOT N23 Q'V0 '97 1WNNA WI9MN IX NIVXNN 71 N0WNN /T 7V NWON "IN N 12 V1 102
.N2N 719N-NNAI;(2015) T 719 120N 2ANNA NP'7'79 N'{7N '{701IN0' 0PN :INY NANINT .AWNNN ININ NN I'XN7 NN NN

41 'My1,39 " 7Y7,7n N"IT 103

IWINT 7NN NN NTAWN TNV NTRY NYAWN P 7V, NI9NIN 1ITA MNAVIN MIAVAN 00 DI |123") 26 'va, 0 N N"iT 104

,NITTON N YND'T NNOWNN 7& NN NG NVAO V0T WY ,MIAVAN JINT NN 71 NNN NI, N0 NIINNT WNNN NITRN TINT N7

NITIYO VINAT 12V 17702 D7IVAW 192 37T JM7NI VYO NN NYINT DAWNN 2 MIYINT NIIND YN 7{7INNN jAW7 NITONN DN win'
("N 2NN NMINN DVINAL AT TINT VIO NI |2 MIEN D2 )2 ,JI7NN ANINA N

A5'nyva,ow,Mn Nn"Im 105
A7 'mya,0vw NNt 106

0



0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV

UNUIND 0'NON DA'INA WI9NTI ANNOT TN MOWN 71l 7T NA0N - 1719
TN
ISOC-IL

WINWA NYTN 77w DN DN 7010 27 121,I¥ 7] NWEAT NTEDPOT72I7N 0NN NNINNI NN 71727 Nownn
MIYINN 12100 TN 72 VITN DOWNN N7 120171 DI NININ N7'07I9N NN NIAWT MIN NTYI NN TV .02
7V ,D1WNN 2 NMIYFNT N0 NIIND TYONT Wi7ian |Naw NI0IN DIN TNANTI O N7Nn 1IX7 wIT)

197,197 DININN TN DI DOWNN N NN

AT N0 ron , NE77-T"Y |1'0N 122 , NPNIN NTI7O 'O 7V NIAI0NA VII9T NITIDY | IN TVYT NIVIXAN NIO'WN 72 1D 1Y
NIMT NNINN N TTND DN 1980NJINYY |P0N |12 ,07'090 'Y NIPONA N7 QNI IN'XID TAIV/21712'09/N91N |I'oN
QNIY ', NNAITT7,NT |NID DNAY D702 N17D .VINGN TV ININ | NY WIXNN NDWT DNIYET )Y 720 ,NITNINN
722, 7YT NIO'WN NNIN )22 'OI7IN DIV T7IN TN DNTNN 0’0190 NO'WN INNT 1171V IX 7377 1N ,MVT
JIPD19] NMIION NYI9 ' TI IN IN T NTY DWINY NI'NAT VI112 DPN7'09N1 DYN7' 7NN N709N 17707 0’9190 ,i'N

OV ,N1727 NIN0N NJ9IN NY7NN 1AW YN NI'MI0WNN NIV NINY ,"YN9™"n OI' DY 7’NNN 1720 MY7nin Q7Y
NIYNIANN NI7IVONI,0NIY D270 112 M'7NN 70N .IN220N DYIN IN 7NN NWIN T DINVNR/NY7NT DAY
NJIYN NIyNwnNn NINENT77D0 '09WNN NNI0NN NN 2N7 NN 7V .N21IY NIDND N'7V9n NIWAITI NNNN 7Y 7)1
0N IWN YI9'NN X NNNN 07N .0Y7N2 DA7Y DNIN '97 N1 770 177N, 01N DA7w1 DIXN DNIN 7Y

JIIW NI'0owN NINA0NT 0'919) IXVNN YNNTY NN IXVNN 010

7NN 7Y DDIWN DTN DN NTONYW WI9'NN NTIZO NN NN7IN NY7NN 7TNNT N7’V '09WNin NNaonNn
707 ININND

0'X9N/0'JN0N NNXNNT IX

:0NON T ND'ONT IN NNXNNT O'NINN NINENNI0NN NN V1AL WI9'NN NTI79T7 43 'V0

,OTR D2 PRTNY R1N PRWI,0OWN IR NPPN 2IXY 17187 IR NRINI YON NIRNW VDIV NRI
NYw1 ,1R°¥NNY IR ,¥ONN NR 18091 28°N0Y ,1N1W12 1R 1NPTNN2 R¥NI ¥ONN NNINN 95w
41110702 0’21PN DIpNA

.0¥,nn"Im 107

298/86 1“1 :01 INY TN NNV NXVIN 78 NWINTRN N7NND 13707 22 V0,197 1-N“7wN ,[WTN N0I] NININ NTI79'7 52-48 D'9'VD 108
.(1987) NN TINNA NIV NOWT 7w MyNwnn 'Tn 1 "1 0N



0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV

UNUIND 0'NON DA'INA WI9NTI ANNOT TN MOWN 71l 7T NA0N - 1719
TN
ISOC-IL

0V9IY7 N'JIN TVIYAW INNT7I, 0N 0 12W DXV "I'T 7Y 01 197 2N7,017Y '09IV 'T' 7V |[N" N7 IX
NNXNN TV NPONITN IN NIX'NIN NN NI NRATAN '7PT2N'7) 1INND IX NN 77NN 120 TYN 7w NP7
.(M'n'7 yoni IN JnONN

T7 N0IN/NMYNY NT NIN IXD NIWIWNLLITY7T IWONY YON 7D IN, 777 IWONY VTN 72 VNI 0'7IN 7N DYIN
MOWNN 1T T2 .IXA 7370 7Y NT7IVO QIN'WI N10)7RN9 N7IVO 0'A'NNN DMIX DN 17N DX N7 .nownn
DIY NN D'XON 7V DT NN QNI NIIY NPIRAL 091N NINYZ AWNN NINIKA N'7270,21 '012'9 VTN N3N

.09wnNn N1 0NN N7 IN NYZNT D'RATIN

NY7NN N2 010N D'WIN/D'0N9T QN D'N'VTE,TA72 NYY7NN NPT DOIWN T 7V 072210 17N DX 02 D wITI
OV9O 721 D'WTINN NIM7 DNINNI O 180 TV 7¥ N9I7NT D'2N0N/0'X9NN NO'ON DNWONN 17N DMNIX .071D7 NI
199, nNrNon 11 Nolmy

"oy19'n "X

2 wI19'NN (1) :0047N IN 2 722 WI9'N NDIVT IX N2 N7 'NRA DIV NIQ'0IN NN NJIN WI9'NN NTI79T7 23 q'V0
IN INIONNT7 WNWN NINY N'INT TI0' DOIYT ' (2) ,ANN )TN0 IN 0OWN N 7N 7D 1IXT YON NIXN N'01N7 ' YIN)
UNNUNT DIDNN IN,WNYY IN,NY 227 IN 12 M2V yON 12 |ONIND IN 12 INWIY IN 2111 YON 7Y INNDNT

2 NXNIN DTN T2 NV 112V7 DIDNNY IN N1V NNAVIYW NNNT TI0 DOIYWT ¥ (3) ;NY7IN-NT n1on7,12

DINY DTV 12 NINJIIA VINAT NI 712 WIOMNIN IX . TNN TN TAYNA,DI7WN DOWN N2 NIN QN NXIN W19 1N
01 30-7 Q7N WI9NN IX .VININ NV NI NINT AN DN 71NN M0 792N, 77 DITY N77 IN TN TV ,DN0IY
VNN INWIT 72210 NN 721,12179 T INITVA/INTINAY DIN 797 QNI NITAN NIANIT N7 712, INNYIN 0N
770 T2 DI 11,NWEAN NT7,TA72 1D NN 72770 10 VN TN, TR V079N NN 1T D720 1D 1INT 1IN

1. DITIN DNNIND DO DI NN NN NT 07220 D09IWN , T30 .0I'O N'771 0NN N77 "N7n”

N'NNN7 ININ N)'22Y 172V 2107 IN WI9'N'T ININN DIj7’N7 Y112 NIT12n NYAI7 N2'N wI19'Nin NTIj79
N 7Y INYT 7Ii’WUT N1IN] NIPRY 709 D) ') N7V NYINY NIPNY NIT709 '127 NN IN "'4w19'N 1N
Q'NVT, 710N 19700 7YY VTNN 731970 09113 WI9'N MIX (721771) 727 1201 N'7NN NIMRA ,ONNNA T3.(09wnin

WI9'NN VINT ATV TV V'IANNT 72N NN

707 019N ,AWNN ANINT NN 7V NNINT DFTIVY NIDN0 N7 N9011 1995 NwAa wI9'NN NTIF9 |IDTY DY

NO'ON 7V N'N7'{7NN N72INN NN "D'9{7IV" 1221,0°2'7TNn DI'07 TV DIT'N DIIXT - "N'9"T09 N0'ON" - 0'D11 ND'ONT D1 DI D'wNWN 17N D'IX 109
JIN NATN 0N {7IN 97 LITNT D'0J)
017NN 7'INN TNYN2Q VINKT DN DN 17N DX DY2A01 020N .NITNAETIV'NNINT NINZRT NINO NINFTNT 0'021) D) D'wnwn wignn X 110

TN YN N7270 MINN DTN ,12TN NIVARN .02 PTIN N9 NITINN N'ANY 723 ,AN0 NJIND 1IX] D1 NN 178 DTN INND
TN NYIT 72N DITXT RN D D'NPYTIENITIND TWXNDN NN, 05707 NN YXAT7 09WNn N'an

{7702 |IT2 D78 NIIDA . TIVI 2WNN NNINT JWNNN WION |12),N7N DMINA 7VI9] WINWT {7iN2 NTAINN NI0NN |2 DN A77N N9 D7 111
.N1N0N ‘7w wn

69-64 60 10 AN 'TV D'OOWN "2NI127N 1N IN 7' IN - T NTW TN INNT 2WNN ININT DTN I WP P19 NN TRONT" qITn qON 112
(q'wn)

L[271wN NOIA] *7'790 TN 170 {7INT 139 QW0 7WNT INT .DUNUNY 1709 1770 NIVAITN Nj7’0971 Ni7'i7N'T 01919 WI9NN NNIN  NNT DY 113
'3 07N |2 10141/09 9"V ;(2006) 461 (1) ND T'9 NN VAINN '3 MW 98/5121 9"V ;NI0ION NN 7INT 32 V0 ;1982-1"NWNN
NTW NIWINY VN 71097 7179 VA TN DOWNN N 7 INIDND NN |aVnn 2022 NIWN NININ NTI797 19 '0N |Ii7N ;(6.3.2012) TN NN

QW) M


https://main.knesset.gov.il/Activity/Legislation/Laws/Pages/LawBill.aspx?t=lawsuggestionssearch&lawitemid=2163400

0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV

UNUIND 0'NON DA'INA WI9NTI ANNOT TN MOWN 71l 7T NA0N - 1719
TN
ISOC-IL

NITNN D110 NN NIWNT TN IWN WIOINN NTIFO7 N23 V0 77N ,01WNNN 7N 7 77N 0V, 1995 Niwa
,2AWNN NINT NWYI9N IN WY (122,132 NI2INON NITIVON 1D Y7 DAWNNN 7INY 127 72712 ,AwWNNn 1NinT
D VA7 WI9NN NTIFOT (N)N23 W0 .NIM'79 NNV NINNL)TI N7W AWNN NINT NN IN AWNN NINT NN
NVNN DR T 7V NIWYINT N7 (DRWNNN 7IN7 4 V0 197 N1V NIMY) "2WNN NINT NN ¥ N71IVoNn
114 178 NITIVO VINKDT |NINN T7ON 7V T2 NIWYNT NW7V1,DI7N IN 11 792 WI9NN NIDN0 7W DININN 19 7V
ININT MTN,WION VINT NTITON NYAITY D770 DININN NNNT D VAT 9'0IN WI9NN NTIT9T ()N23 V0
DTN 7 INIDI9A 1VI9 N7 |9IND IVA7" ININT WI9MNN NN DI )N ,10I9Y IN 19 7V NTN 1IN N7 2NN

SUNTI7 125N

NIINNT AWNM N7 ,WI9'NN 1IN, M7NIN NN DTN VAN DAWNN MIYEN D 0T V01 |P¥NI 9PoIn j7ini
NITN/DAYNN 2 12YN2 NMIYINEDNINI A NINAN 7 PN INNT DI WY NNITI9 VAl 77inNn 1221 ,1N0
NN 17 NPT DA NN AWNN NNINA WI9N'TENTNT 170N 117,72 11S.0870 DTN DNIND DN 27 NYj7
WION NN D771, NN 1913 NWTAT DOWN N T 7V DN 17N DN WI9NN NTI7O NINIIN 197 IWNN NNINT

TN TN LAION NI AWNN NOIONT

DTN 7Y NI'0N91 1VI9' N7V )2 WI9'NN NN DINNTI AWNN ININT NY'TAN 110N NN 0197 Nj7'7Nin YT Vi 7Y
DINN7 WATI 7NN 7V 'NINND D120 D 0'V1I7 TP MOYN]1 NR'i7Nn 120N 7013 '6,p1T17 12un
TV,M7NN NITYHNy0N |l YN NNKANN 7V NI'019 7V NN 'Ny0LN [N AWNNn ININ7 N 7NN NY{71 NN
N2V V1911 1ATAWI NI 71T |9IND WI9'NN NN DINNT &) NN NNYAN 7V2 7w 1TNyN 7:0N2N DFT7'win 19
NNXNIND N7I7TNNN NYTY 7201,0'211YN 0IV'N DY 021N DYINY 0Y7'N2) 17NN T&NN 2’01 (TIWN DNIVT, TV IN

NP 7T AN Pyn 1T NN OXNXT NP0IN N1l

7’1NN IN DTNNY 72N ,’IN0 |9IN] ,TNN TN TNVN] N1V WI9'N IX |NN7 NWj71 ,AN0 NIINNT NNITA
I9IN9D |9IN] D'ON'NN DOWNN M1 NIINNNN DY, NNT DY .WNIN D 7V NVTT 712! 1N NXID 1'227W DI7nn
19 7V .MIIN NI'DT 17 NND'IN NYI9N 1INT ,AWNN NN WI9NT IX AWNT 1D TNI'NA 0DIAN 'MYNY 0'011 INT
]2 ,]IN27 ¥AT AWNN NN WI9'N INT NWA 7 727N 091Y ,13.4.2022 0N |I'7Vn DOWNN N1 NN'WA TN
VTN INXN'Y DN7INN NN20 0'011 O'TNIV D'NVONI WI9'NN NNON ;WI9'NN N7V NN NT71D NYj7AN ONN NN
019 791 ON IN Y'WON1 YXIAY '{7IN 'MT72 WI9'N DT7 WI9'NN NW727 ONN MINXN ;NN7NIN NNMAYA ;'RONA 0NN
121097 TWNT) 1NN 72D WI9'NN NN'NNIEIL WONT Wi7IANY NINN 70 ;NN7INN NIKAN NITNINNA NN 'NIvNwn

10'01 NTA "N AWNN 7N 7w MI0WN D17 12V N 1IRY NN ITAAT 7V1921,"NIm TN V2" NAINN DN NN NN Ni7nn 114
'0N |I{7'M) (WI9MNI IXYN) 790N TN 170 N9 |I7N7 7N :2005-1 Q0N [N .PV0N W |i7IiNNN NDIN NIN N9 NAINW NOIIN .0T7NN IN
LQIw7) 2005-N"OWNN ,(ALNN NO'ONI WION) (12

NI7NNA 0PI DAFIN NN 21 1T 122 IVEAIN DY ,(MIN'NON 100" N19) (05.02.2007) qI0I7T'9 1 TN NITN 40206/05 9'N :7wNT IN1 115
|P1102 90868/00 "1 ,NINN NV7N 23N 17302 NN NN 7OV 'UITIN IONT NDNA NI WA NN NNAN 78 |1 AWNNA 1720 NN
1 020NN 790 T FININE TIWAN 7 1AWNNT VAN D10 IN07TN WNIT NO'ON 1 VA7) OW ,(22.06.2000) TNIWM NN NAX '3 N“V2
N0 NAIND 71N NN 71 YNANNT D710 10 N7V 1DI1LWIONIN IN 117V 7N N7 1971 TNY 1IN AT

WIONN NTI79T ()N23 QWD 116
.6'MY1,124 W'D PYUT,"aWNNA WI9NIND'ON 701" NN 120N 117

o


https://fs.knesset.gov.il/16/law/16_lsr_299879.pdf

0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV
UNUIND 0'NON DA'INA WI9NTI ANNOT TN MOWN 71l 7T NA0N - 1719
TN
ISOC-IL

T8 TIVE;RI9'NN NN I DINNT N1'NAN 1272 1320N1,(0"9'X90 D' DY NIPNYMNIWI9N NITN 0NN NIO ,0'XAj7

Y2122 NVDI9N NVIINN TIXT VWINN 72 NN VINWT )N &Y N2 NITNI NI0IIY 122 190 DOWNN N, 1)
DITTYN 72 NINJIA DUNN |IFTN WND 1D ININ 12V NNETS,0TTNN W TRYNA TN N D977 [N VTN IN )N
120 A\NTIN NWTAN 1 NI NI 120 D7, W19 I NWTA 7V |72 DP0ITN

|9IN2 |N") D'1IXD 7Y V'7NINN D2NI N'07191 NINTI WI9'N IXT NIY{ZA NI'TI 'Y 1 LI'TN ‘1D DY
21,7272 "'V’ T7IN YT'NI Ui72Nin NNnXn N0 7V 'my

NNONN ,'VI9'W IX '9 7V {71 VT 712! WI9'NW YA TWN ,WI9NN NTI79T (2)N23 V01 1NND 9N
WI9'NN NWIN 7W NYTN N0 N7 0'01 7Y ,'0I9Y IX 1TV N WIO'N VIN'AT 011 79N 7’07192
7V WI9'N YNIT7 W0IW 78 INDNDA ,7INA NIVIATN NITVA NNN DY7RNA 1D VA7 122000 |2 1"V2A NI TN 7092
WI9NN 7'ON 1INND 19N NN .AWNN NNINA WI9'N 7w DN D3 J&NN2 NAWIY NIPNO ,IX N77 01 DTN 7 191

122 N7ITNNA NI NN 1IN ,NNI91 N7AIN Nj70j7197 177NN NNJDN 001 7V AWNN NNIN

IX JN0 7V 1WNN ININ] WI9'N ' TVi7 &' 773 ,'TNAIY' MOWN] P'Y'TINTI NINYZNT QAN 701 '9 7y
N7V IN WI9'NN VIN'] VT NI9NT P AWND 7 NPV IXT '7TNND NYTN NNJ0N 7V NIDNN0N TWND ,'0I9Y
N1IDNNA YNINNT 19X WI9'NN INND VTN NI9NT 7¥ 07N 24 NNNN NITNIPN NI2D1 IN j7'NYN wI9N w1

JNVNY DIN'TT 122N WWNINNOIN TIVINA NIMONNNN,"MIT" IN "N WI9'N" TV

V227021170 YT'NN 72 NRYINN 7V27 [N NNT 7D IPONNN NVTN NN20N , 7NIY NNOWN T¥ 'MENN TNIan 197
¥ NINJIAT NIDTN 7wNT WI9'NN 17NN NIMDT |NNI WI9'NT NIITIN NIDN0N |NN L, WI9'NT N7V 'nN :INNJ0N NN
020NT7 NT7W 'NDJT NI D 'wONN 7Y27 1NN 7NN ON 72 VTN NN20N 091N NNJ0N |2 1N '25.w19'N1 D' TV
INN20NN 1I21TN7 |1 DIY 0'NINA INN20N NN NINNT | NDTNIN DIELINAINT Q71" N7 NT2N010I9Y IXNTT WI9NT

24 D709 ,"DIYN 2N NWAN 1197 NI NN NVIAN 'MIA P21 D091 1A NTIAVN 7&NN" Wil 1-18 |I'7vin DOWNN N NN 71 118
"N 17092 IWA7IW NTNN NINK 197 NOTNN 7277 DIOOIWN TVWI L, WIONN IN MW7 [T NN 7I7I0N9 TUNT W12 D709 VAT TV .(Iw)
(NN DOIWN NYT NIINT 27 Nj709 ,JIVAY ;NN INWAN 7Y NNYT NINT 77-66 NINTOO ,)NIN) [IVAININ 1Y

TAN TN TNV |IT D"|77 270 LOWNN N .(9.6.2022) V1179 '1 VAN TN 27 MOWN NINN 60382-05-22 '"N1:0) INY T W"N VT ANIN 9"17119
na .n||77 -|'"T)V Po'n NN HIXNN NN NXN'NT WY AWNNN NNINA TWND ,]ﬂVJT) NI7221 N77,109N1¥ AWNN NN WI19'N VN7 Ny
NITRTIMINDT NAVA 1700 1AW N9IFNT 722NN MINND" WI9N 1N NININ 0271, DTN W TAVRA I D977 &' AT A7NA 1 VA7 DOwNN
.D1IITNNN 10197 NIVAIIN NIYINOD WION

(6.1.2021) 12179 "2 TN NYTN 8163-01-21 (W' DITW) N"N,7WNT INY 120

2,179 PUT INY AT 10N DAINT NIWTA 79 DNIAIN D770 NIV DITIN 7V D1IN7 121

.(6.3.2012 122) 7ML NN "2 0PN |2 10141/09 9" 122

1AW DAIVIYT 'NAND TR N 7Y 12T 709 7V VY NP DY) (19.6.2017) INI'D ') VWNIN TPNAND NVIINN 9446/16 9"V 7TwnT IN1 123

,WI9'NN NJNY NN AWONNN 0OWN NI IX NNNIND 1IN B, 37N030 NINDID N7 NTAVN1A YNIANN, T 19702 21NN WI9'N N2V INT 1D V7]

N7NN NN ININQY 127 27 'R 1YV NP DA DN NNT |1IF7Vn 09WNN N2 .2 IXT NDNO0 7N wNYT NT7I2) NN 17NN 7w NNJ0n I
(7w 790019700 Y'wIN1 WI9N V'Y 107 2'WNN T NVTN NNJ0N NN N7

71", NN N2'0N ) 707) 14 'ny2,(2021 INN219) "IwNN1 wI9NI N0'oN 7ni1" 035.300.03 7011 NNYZNN N2'ON,PYITINTI NNYINT QIND 124
.("Iwnn wi9'ni no'on

NNYINN 72N 2NJ2I NPAION NN20N 7277 171NN 7V .ININJI1A1 DN0IY DYNY DTY 1Y 1191 YNAN' WI9'NNY INIDTI NNKANN 7VAT7 YNINT Y 125
.07V 1191 2WNNN NINA WI9'NN NN JNYT INI9'NT 77121 |72V NIQ'0IA NI N7 ON NN, DTV NINDI1A IN ININJIA NTY wI9NT

@


https://supreme.court.gov.il/Documents/Procedure 1-18 Updated 29-8-2018.pdf

0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV

UNUIND 0'NON DA'INA WI9NTI ANNOT TN MOWN 71l 7T NA0N - 1719
TN
ISOC-IL

N7 |'0j7 T¥ M7 01 .7IN '9 7V NVTN INNJ0N NN NNT 712" N7 /N IN N9 NITA2IN OV DTN 2Ny 71
7,1NINN TNN IN DI9NVION 7Y INNJ0N 90111 NPT 7271 INNJ0N 0'01 7V IN7INAY 1WNN1 wI9'N YNXAT |N")
NNJ0N 0'01 7V 2WNN NNIN IN 0'NJN DY'WIN1 WI9'N NWYIY 730 .WI9NT NITIINN YN N7 INND MINN TIY
"NMITNT VTN NN20N" 0910 "1 7V 28"2wNnin NN WIN'WNl NEMN INKN 7V1" NNJ0N NN TYNT W', NyTN

2107 NNNINN NI'N7 N'712' 2NN 'ININ] WI9'N'7 nNJ0N D W17 2IwWN ,Nn1'{701 i 77N 7¥ nn'Nnn 0y
772 QN7 /77N WI9NT NIYN NN NI INYINN 7V IWND 01 D |'XT7 2IWN ,INT DY .0'NYI0N NI7'Y9 IN 02IN)
0OWNN N7 NI197 NIDTN NYNN NHIXT MINYY DNY1,0N2 'Y DN NN NTY NN D2 L I7NVI AwNnNn NN

7NN NINTENNT ONNNAIL,D9011 D'XA7A PV NN YNNT TNy

NITNINN 7V Y |9IND D'V'OUNN 12,7 NTY IWAINY NININ NIT09 '773 NN 21NT7 NT 1721 12D 'INY 90102
AN D727 T IWNIN 2722120 mMownn

021N VT'NT Va112 D2 ,A¥NN NINT M'TNN1 PI9'NN NIMDN0 N2NTN 7¥ NNaN2A 'NANT N1 NIJNNNN 02
NNXNN X DNXINT NNWON] NN 07'090 047NN D'MNPATAVA DNIN NN WONIN 1IN 0'IONIND DINY
NNXNNA j701VN) WI9'NN NTI797 43 'V0 NIDN NFTNAWM NNI0N0T YINN DNIIND ,AWNN NN NI1Y7 ,0/0N0N
|I"7VN 0OWNN N Nj7'0921 DATIN NF70' 2T NINT N'TON N7iNN |2 7' j7IN1 7w N1 70N (77 0119n),0'¥9N

:2004 nwn My

.J1°7°ON 1NPTNN2 N12N2 12113 N°R ,0°10N Y9N YR N1WAIN 11InT YW 0°°1171NN 07°N2
.JPTON INPTNNA RY IR ,1NVYWA 1NN Y TN YR /N9 NXNY2’ ¥anY DR 0107 ,0°n0y»
7PN Mw221,72%21 021 ONY NMWOHRNY NNTA RND?02 WIN’Y NMYXRNKRA VINVIRA 1T
N2 NT'N2 MW 5NN NYXR N”MINNDNN .NON YW 111X N7 NN 1NPDIN NR 191 YT'Nn DR
INPINN TYNN > MTNYN 10 .0°7ON INPTNN 1722 YN YW MPNTN IR MY AN P2 TWpn N

130,99N MR YR N1W 210 1TY°N NXR 11002 NTAY PR ,¥9NN YW N°1on

/NN NT7IVO NN DFTNT N1 WI9NN 17NN 12 11N 072N ON .NN0NNN MINT TV 1YW DITIVON NITINA VIA9T T NNJ0NN NN N 126
IN/NYTINN NNJON N77 NVINE ININA YT NN, DNV

.2005-1"opNN (N'W9] IN N'7OW NIT2IN DY D'WIANT NNNNN) NTVNI NN 170 710197 127

7V DY0ON NNJON 72177 |N' N7 .TNIRFT YINN INN DN |21 TN XN AWNNNNINY '2,AWNN NN N97N WIN'WI NI NNKAN 17 W' 1)1 128
7V1 NNJ0NA {79N0NT |N'1 N7,'019 ININD TAIY "7 |NI0Y 1NIN 121 701N AWNN2A,NNIT |9INA .(7TWNT NN'Y (790) WIN'Y NWAIIN 1IRY NY')
02017 DNN TNN 72 712, TNN 1'&IN1 QNIKN D'WNNWNN NINKAN 7Y NN 7¥ Mj7N2 .'019) NIDY ININT N'TN VIN'AT TAVNN IN 70V
NT'N1.NN20NN NN MA]7W AWNNA 7707 NRYAN TV NINY 12721, 0'9N1IWN TN TXN NITIINN NNIVNN NTY N TN, AWNNN NINT N TNT
NNN 2UNNN NINT NPT NMPONND NN TNNN ¥ INNJ0N ,D'WNNWN 7Y DY D799 ' 7V 7TWNT ,AUNNA D'UNNYNN "2 NT9N NNy
JNND 7Y UNNWNN 7909

13" YT nNpnn N 129

NFINNIDI0N NYONN 21719 ,102 W' T'VT,1210N 1NN NF7'79 NYj7N @01 INY.(2004) 18,9 (4)N1 1"9, 7N NI TN 1 N 1761/04 9"V 130
12700 1NN NP9 NY7NA NN QIDINT TWND



0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV
UNUIND D'NON DAYINA WI9NTI NNNOT TN MOWN 71l T MI0N - T 719
TN
ISOC-IL

091N 'WINTIWRN 7NINN YT'NI )2V NNDIYNT DTN NYXIN 7TRIY NOYN NIINNND DY ,07 Vi 7y
N'IN 'UNT 77N NRNI9N NdNO0N N'77,()1IAwNi '7V17 "NITNNN" NIYXNN]) DN N2’ NINVAD WY
N{7'1NN 1010 Dyon "In'n" ‘71 wi19'Nin NT1j79'7 N23 9'V0 7¥ N'0U9¥Ni N120N 7V NIDNN0N NIVXNN]
DAWINN DO7NNN AWNN NNINT AR IT7D'W AWNN NINT NN X" VYNATI W77 N2 TRn NIVY77191 1100

:IND DTN DN7NA " TNAWI )P7D 0O'0I9NN D\AWNN TN

LDTIUNN NEINAY D70 1T D'7NE DYINIOYT DY7NT N e
JITM 010N NIYX7YTON NIVXNND DITIWN 7Y NN IN NIINDN- -
7NN 12V DPNN 7Y 021N '0'01 7117 TWNN 'O 7V D'wNwNn 07NN D'MPA AWNN MNINT NN«

YNNI 12700 NT'N’ N7 N2 TN NIV'7j7191 120N Ni7'7nnn 2019 Niwa TV [NV A IN'A7 nnait
¥'27N NIV'7719N DYON 1NN .1 1901 N91IXN ,DI7Y DOWN N'1 LIIY DINN I'7VY ,11"0-01'2'0 N1'ON
019NN YWINT DNWITNN AWNN NNINT NN 771D NINW 27 NRAION NIDNNN 7177 TN DN MYp7Nin IX TV D
N77NN 701N DY INND DTN INT NY4720 DD WNT 9 ;"1wnnin NNiN DNIN O'NXN] 0N D17 701" 7w
]2 ON NN ,0'019NN 077N 019700 IN DAWNNN 7Y 047'TNNN NINJI1A YXANNT NV TNN 7V1;N1I0177191 120N

.DNINJ12 7V 'wOINNI 210N DAIXN NN

YN WIN 7Y 09N wI9NNE NTNN 70N 7NNN,NNJ0N N727NN IN DY TN N NIW INNT

NYTNENZNYN NITIVO VIXI 010,70 27N [IDNND 7NN IN 19700 ,AWNNN 1'WON 7Y N'1'9n N0'ON1 {701V NT 17V
N7NN NN NIN7PY9 172202 w7 v 31,2020 Niwn 7.14 190N N2 TNin 07719 NPNIN 97 .awNnin NNINT
MI9'NN NXIN 7Y Ni79NN 27¥2 |21 NIN'NIEI'YYN 272 YNIAN NP D'NIVARNN 017200 271, 0IWNN |jN12782

JNP NNXNINND N0'9NN 17w N7 NITIVO NN '7°12n'7 n”01n I 17 ’NINN TIN'77 |1 ,]D 7V

12]I'VIWND ,(Q¥NN NINEDAYNN NI2Y7) "YON" DI9NT NIdNOIN NYY7NN NN D VAL WI9'NN NTI797 32 'V
N'XNNT DTNT NNINT 712 0OWNN N D VA7 WI9'NN NTI797 43 q'V0 Q0111 2071797 N23 q'V0 '97 IX 2'NN
133,00UNN N7 NN MY7NN NPT VN 1IN YONN N N7N2 ,NNT DY 09N IN NN DIINT YININ YON

DAXINN NTNVNI DTV, AWNN NN D'AYWNNA 'Vl nnvnn ,I9Mn ,N0'ONN |9INT V112 NTIVON NIINFY 7.14 N2 NN 07719 n'nan 131
("7.14 02N V7719 NPNINY 2 TNT) 6 9'VD1 N1INN |PYT 'N7NNIN' DINNN

.22'ny1,39 "N TVY7,7N0 N"IT ;701N AWNN NN NO'9NT YAIIN 722 '7'79N TN 170 NTIF97 (2)32 'VO IN TIV 132

,00UN IN N'7N DNINT YININ YON NIXN 7V DTNT NNINT 0OWNN N 7 NIDNON NN Y17 7790 | TN 170 NT797 43 q'v0") DY NN N"IT 133
|2 N'771D "yon"7 NVAIIN N7 9'V01 NIdDNON 01 ,AWNN 77120 YON NO'ON |"1Y7,7YT NN .INILNA IN INZINNA NXN] YONN NNINN '97 TWN
("NT797 1 W01 NYIR7TN NNTINT ONNNA “2WNN NN NN

O



0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV

UNUIND 0'NON DA'INA WI9NTI ANNOT TN MOWN 71l 7T NA0N - 1719
TN
ISOC-IL

IN N77 DI DIWVYNT D7D M'7NN NMRA ' T7V (D'NdN DY'RONIE 0T 01970 NIDYYYT) "awnn" 7Y n0'on |2 7V
AYNN NINT7 NM'TNN N7IVO ,NNT DY 34,(T0IN QAWNN) 70V wNYNn 1'woN1 12ITN N7W 720 ,NNJ0N N771 wI9'N
OTHN 9N-NNA NN '93 ,NYTN NNJ0N IN IX 12NN

019NV ,AUNNN NI'NY ’IN'N NINTN 0910 - "'NII7 0910 N7NT WAT] M7NN NIHX,DNNINN N7NVn/nTnn 000
NNEINN QIXN 09107 .N'7NN D1IXT ONNNA D'WATIN 0212’00 210 NINE VINAT NIYNTA NITIVON NN WNIN
135 NYTN NNJ0N2 WI9'N 0910 / 7N WI9N IX - VIN'AT

NIN'ANI NN NN N'0INT N0NA NAN NITIVON 170 NN D'2MDN DYwINN NO'ON 17w7 TN NN 'l
NTN1 MMynNnn 07Nl YOI D'wINN 12D ;07N 0'2V0NN NOON ;NN NIDAN *6:NNXINENT7IVON
T 7V TVINY WI9'NN 77D ,90112) 07200 7Y NIFNNN TN IXT DI7XA TIV'D;D'RONT NIIN NTAND ;1INN

JIONNI VII'Y ,NTIN;(M'7NN NHIXT I0N"Y N71IVO N"ITA TVIN' WI9'NN NIIX

|7"2,171'72 120 AWNN NN 1WA |I'Y VX7 TRIPR 11X DY IN 1WINN NN DI9NT [N N7W NT'n]
Q1922) NN |NT2 7170 19702 qIT9T ;7272 NFNYN :TA72 |NI'N TFON 7V /T 7V NITIVO W TVIN YX17
.122In TIYV'N 27N MIWYY - (Live Forensic) NNN |N71 N TNI;(MVTN NNJ0N / IX W DNI'TT

TN |OINA DVNININ D7 ANINT 1T 120 IWND | VN7 QINT )N D97 :D'N2N D702 NIYNIAN NN DITIVO
N2 2WNNY7 NTNA 79N0N7 [N ,ND'ONNA NNNIND 70V NVI9T7 NVZNN DN 2 JIPN 1INT ;NN NINT
719 TNVUN YNAT 2171200 'WI7 D7 IN AWNNN NN DIONT [N TWND IN ;N IN NI 12T IWND ;NAWNINAN

207NN 7V TIYT W R

1IXT NID 7'VONT O'RYN N10'WN NINID |2 7VI AWNNN 1NN WI9'NT NMIT] NIdNO 1722 NI NIDA win'win |, 773)
:0'NIN O'NINN D7/MNA,INNM9A VP07 110N 1'WINN 7VaW NN wI9'Nn NNON wIin'n

V1 (2) ;NIDN N7VON NN YN NIINNN JPYX70 (2) ;N1TNNERI9INN NITIVO NN AWNNN 0OWN N1 DYON IX D7 (N)
wIN'wn (T)-1;NN0INN 'YNNN 7V 11INNT 7D NIDA WNNWAT 'NEA WI9'NN 1Y 1201021 7NN ONY NTIN 'wINN
NID N7V9N 7V 110N 7N ,90112 .2¥NN NINT NYTN DW7 NRATIN NN NTN2 YXIAI, 120 NIDT 7220 N2

Q122 NYa970N7T' M Yy

q'V01 INNTIND TOIN 7Y IWIN'KA NXN1 NIN DN, AWNN NN 072NN 127 IN AUNN 09N N7,0T 719 NININ QN 7V") WI9'NN NTI797 (2)23 'V0 134
INIX N77 D1 0I9NT |N'1'T0IN 1I'NY 2WNN ,TNW NOWN 7Y NNY7AN N2'0N F7013'9 7V .("09WN N T IX 19-7V NN ..NIMNN NTI797 35
NNJON/INI X WY IFINITNT NN 7V ,002.(NI0JIITY NIPRY 79N NNNT TI0! 0711173 2WNN 7wWNT) N0'ON N7V NNY7NN ON NYTN NNJ0N
NOIZN AN ,(N'YJ7 |21D ]120,INXY Y'WINNN NTI9NT7 [N 07N ININN DN TINP2) 01" 30 )N AWNNN NN 2WN7 ' .(\&NN1 0119 '92) NV TN
NIVY 48 \wn7,N0'9NN NN 1NNN 0OWN N IX N1 ON (71 DI9NT [N' (TOIN 7¥ wIN'1) 'T0IN AWNN .72 N77 N2INNT NN 1T Ninn
.N0'ONNN 01 180 7Y NOKNT [7TNNT )N, AWNNN NN NN TA9NT [N N7 ON (' T7 91921, TVINN DN 1197 NINNT |N1) [7TNNN TNYNA NTY
DT{79N NJI1 'T0IN AWNNJ DT DI9T70 NINIT NOI Nj7'09N .8 'Ny1 ,124 W' TVT,"IwNn1 wI9'NI ND'9N 7n11" ,NNY7NN NN 1N
TN MOYN 16162-10-14 (N"N) DITY N"X TWNT INY .0"YN D'WINYT DVTV] NN D) D'UNYN DN ON QN ,N'70VN NIT'VON NN 'MDINN
VOIV IN] TVIN TIVAN TOXN7 M7INN NT'R'D 7V 'n”) (2021) N.T ' TN NN 70495-02-21 (NX DITYW) N"N ;(2014) 0117 1
TN |19'700 1'WIN NN DI9N7 10IVNA 7¥ INIDN0A N7 ' N7 ...7"1N |1970N 1'WIN D9N1 D102 AWNNN ININ IN AWNNN NO'9N7
L("701IN 2¥NN1 12ITN D 11191 "X |'Ti )1IVY V2N

.8'mMy1,39¥"n 7v7,,Mn N"IT 135
.20-18 'nva,0¥ , N N"IT 136
.16 'y, 0w N NIt 137



0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV

UNUIND D'NON DAYINA WI9NTI NNNOT TN MOWN 71l T MI0N - T 719
TN
ISOC-IL

N7V NN "NINOT" 2NN N7 719! 17 TN YINT YNOT INFIND N7 NOINN NI TWN TIUN DND NTNUN
JINT DY 138,000 1270 N2 NWATI NT NPT IV NINNNT AIVAN INXY 17790 1390 |IONN QN 7V YEIN0N
N71V9 QNW'7 2107 'NW TIWN INYT7Y 2N DY 139, "DI0102'N1 NIAIDN" NOD 7V MY DOIWN JANDN | TN {70921
NTNWI 12T D1 DOWNN NI .09 1M1 IN,VANN NY'A02 WIN'WA 121TN WD 02 17w T |19700 NN'N9]
13 Y1211 190N DM{7NA .17 TIVIN TN 19700 TYWIN NN NNY' TIWN NN 7V ND ‘7'WON7 0'713' DN{7IN OND
TWINN NN 1IXT NID 7'YONT D' DN PN, 7710 T'WINA WI9N INT IX 1727 DNFINNY 19 7V QN
N'7790 1190 |'0'NY NIVIOW NTNY NI, T1IN 0. 0rj790N 0PN DNIWIT DFTRIVA DPAI712000 D790 TWND
WTIANN YWINNY DN7NA NI TYONT NITIF NN DWA D1, TI7 NN YWINT NND'ON WND i1 DN NMNNY

141 NN DN 172 IN VANN NYAD M1 TIV)

NDININ ON NN ,NO'ONN DI D'WTIN 6 )N TN 7721 DI0W IN 'O NN NIN 12 NXNJY DI9N 1IN IN YON
PNTTNTW NIA'NNN 7V INNN 7N 0'TIYNN 7D¥ 'NIN2 NI 17NN 019NN ,'0IT71 NN NXNI DN .07TNNN NOILN
NTNIINI N7 2WNNN,7VIO1 AN NAI0N VNN 7707 DNNNL NMOYNN ' T 7'NYNA INXNIY NININ NN 71097
LOITNT TVINIENY VINDT UNY AWNNNY M7n2 IN NFINNT JI0N 1NN 70N AwNnny NN ,Nnvin nyXI1 DoY

71990 M PWIN NO’ONA 11T 12W DIpN 1IN P - 122 Nn YW NY1YD NI’k O°XDN NO’ON”
SV ,1mnNT YV ,0TRN DY 21 °WR YN 0°2°0N1,0°970Nwn1 022210 1172 TN TOR D01
>PWON NO’ON ,N2 NMYIN NY’290 NNRIY ND1I L,RXR1 YYI1DD ;1PN1IPYI P20 ,1°PN1awnn
ANR21,792 °wNn 1R 07 2D KRNI TWRD ,NNIVNA1 NT°NA RYR NWYN RY 0’7171 NOYL
,N27 N1°NT2 NTOW 019N NMTNNY NWpa M1pwY w'nn’a Yy nnivw ,ORNN2 .°3TOP N2awnn

" 711’0 Y2120 WP NY2A921 MAWNNN 1NN, NIPTRTA
(2022) YW’ N1’ 1 "21p ,5974/21 ©”W2

N712N7712VN ,0'01IW9 0'X9N NAWN |27 I09NIW IWNN IN DIN |I970 NAWN |2 772N PN TN D70 )12 ,0N17D
IWIND VTN 97N N1 1D AT NINNND VNN |I7Vn 09NN N D709 ,NINT DY 270N 2WNN NO'9N 7V
143:0N7Y MINNT IN NO'ONT NI IT9(7 |9IN2 DN'NNT D'YATI DOWNN 'MNAINYY7NN NI, DT 019701 |IN0iN

.(10.10.2021) 7MW NI TN 1 121 6155/21 9"w1 138
.(2021) 889 "7"1911 'MINN DOWNA |I'VI 'I'7°] '2¥'7N - 0’22IN D'01VY'NI NIAPON N'NY 7NY’ 139

VNN 1IN "] 7N NN 55518-04-21 (JI'XT7 1IN DITY) "N ;(18.12.2020) |I'X 12 1 7N Mown 40333-12-20 (NN DI7w) "Nl IN1 140
.(26.4.2021)

.(2019) 268 11210N "MI7'A1 NIZTXN :N19XNINND'0 NN 7V NN2INN DWT7 120 NN wIN'win" NN DINVI 701IN0Y DN 1IN 141
A34 W' PYTINLIMIYNRNLTOIN 2NN NJINN NTINT 142
.(10.1.2022) 12 '09 , 7N N2TN 1217 5974/21 9"w1 143

O



0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV
UNUIND 0'NON DA'INA WI9NTI ANNOT TN MOWN 71l 7T NA0N - 1719
TN
ISOC-IL

722N NTNN IXY INND ,NPVYNT ™4 NINXNIND NT27Y 7V 0 7'NNT |]NY NI7200 027NN 0'7;719 1NN 19 7Y
7NV 2WNN1 DIINND AWNNN "NIN 73 ,INXY NNyVnn 70N 7V 70 1N AUNNN NN Py A7 NN
.D'019NN AWNNN NIN 7Y N7NYN VINA 12T N7 TVIN NT27W 5.0 TN IX'NT1712VN 01,019 nj7nyinl

/019 IX 7Y INIT NNINIFTN 09102 0'0M9N DIWA NN NTIY INNT,JAI'N T'79N 7Y1 71 71 YXINN njynyin
47NN DD 7Y NN IN IXIN NNV YNIAN NNVnng DNY “6.w19'N7 NVTN NNJ0N 0910

,012 .NYIN NINKAN 7Y NY717 INXY NN NP '7V] NINDI IN DTV 'YW NINJINA N2 7 Q7w
71NN NHXN OY0N <NN22IN TIVIN NAIN DTN 17N D721 48,007V 1IN0 N7 NIN'NNNN NI201]

,AUNNN NINN 7NV N72;77 NIDT09NIY 1'wON1 NRYINN 7VAT7 NTAIY N1 171120 7NV N'72i7'7 TIwNn N7
NN NINTT7 0712 NY7INN NIYAN L, NNT DY .WI9'NN NTIZOT N32 q'V0 97INNI1 °0DNNinn 7y N7 INIDT 97NN
172y YN ¥ ;MION D'Y71I2NN DANINND Nj7INN :QIVIYT N1) 0'N2N 0'2XNNN TAN 07NN ON NI 7w nwinin

150,011y VINAT wnNwN Nnynng 120 wwn 07 ;' Nn wieT

N NN N'NIVARN 723NN |9IN] DIY'YT , 10NN 7Y2 73;7/NY 7Nnyinn 079 210 NN NI M7INN Nivan 90112
JINND VI NNT VTNT IN YWIN1 NN VTNT

Cellebrite M2N 7¥ NINT7NNN NIMITID0] NIWNNWN TN 71NN N9IN NIIYA ,0'NTHN 07192 110719 19D
A7 7Y 19101 .0NYTN DNWINN |2V NRIAWNT D'WONIN DA'WINNN DININ NN NITYA NNA7 NN 7Y NNNNI
JUTY DN WONT IWON 'IN ON N7'VIN NN 7170 197010 0N 7Y NNIXY NIND [7’NVn7 D700

1IN 'V .ONPANN 7V 7Y INNJ0N] IN AWNN "ININ] WI9'NT IX 7Y INI'{71 NININ 7 A7V TNW ']
TVYTINT) NIWNIN NYTNNNNT 7RVIN YRONN 7Y 'NTN VTNN 70w 11N ,1WINT7 TN N9 IN NN ND
TON TV DT 7V NIWYNT 7121 |NT2 72210 1N |PYN 27 NN ,NTNN NID'T7;M9 NOWT 127 (DTN 719n-NN2A
TI7YT N9DNN NN 7Y ,0r'wyni D'NFIN D'NYON T NP N2 TRN 07719 NI'NIN 97 '.077N7 '011IMN
0NAY DN VT'NT N NING NWON'Y ,0'0I9NN O'XA7N 773 TWNN NP D'NXNIND Y AWN DTN X Y717
¥ NI'0N91 NOTIV NYI9 VINN K10 VTN 7'N N7230 ,NININN 197 .n7NN NIPYYOI7ONA VIO 1IN NT DINNY

.6 Q01,131 w"n 7V7,"7.14 NN 0'7719 NN 144

.7'Ny1,124 ¢"n 7Y7,"1wnn1 wioni n0'on 7ni" ninv7nin n2'on 145
WI9NN NTI797 (N)N23 Q'V0 ;10 'Nv1 0 146

.21'nya, 124 "N 7Y7,"Iwnn1 wioni no'on 7ni" Ninvznin n2'on 147

7NN NINA D727 DTUR NN NTT TN 7 N7 N 1N VNN 001 WAD ;0ITVN NN N NNOND | INI9NTH VA NIV NI 148
,OW) DTV NINJI2 N77 YNIAN NYTNN D 2N22 VNN ANKANN 7V TWND ;NN VYNNI NID'Y IN NY7Nnt WI9'nin hinbna nyvno7 wwnn
(102

17 Qu0o1,131 W' 7y7,"7.14 N1 nn 079 nnan" 149
.16 Qvol,0v 150
.11'nya,124 w'n TYT,"IwNN1 wI9NI N0'9N 70" NIYznin N2'on 151

O



0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV
UNUIND D'NON DAYINA WI9NTI NNNOT TN MOWN 71l T MI0N - T 719
TN
ISOC-IL

N711NN 7w ,NNT OV *2NI'N ININ 21107 N1010XN N7Y )21 NIMYAN 7Y NITYN DN YD1 TINEVTNN 71NN
.M7NN NIP0;79N1 Y9 AWN'NT WY DIN'M 07NN 2N, TV 'RONN 0ININ YI7TN DN DNNT N1171200N

TIVaY NI'NANE,QNINN NINALIPYININND D7NYR ,NINN NOON) MY7N1 0IIY D7V NWITY 2 NIP’NAN NIMINN
[N TUN 27w, NIPD0 NIT2IN 257V 'NN0NTENYIZNN TIN )IXT WNTNINN 770 QI0NY DN DIWNN DMw1Y
¥ D'I'NNNN DN7N2Y NN NIPNINN 2N RXPD .QONIW ANINN NFoNI|I'VYR NT7ID' NN 7207 D'NYVT AT QNI

153, MTNT 1NN NP2 272 12D, WNIN TN NIT72aN 70nT

JINOP MOWN '7N11] VIQin NITIV9n 170

]210N 7nyin j7N1 790NN 7INT | 720 110N’ |NI'NN 779NN 7Y1 AFINT gNyinn 1ninn 111y N
|1'0 VIN'Q 7V NIIT71200 N7230 NNY7Y 72D .INND 'O 7V |I'VT ANINY AWNNN NN NN 71 7170 "WN DXNIXnNi
AWNN NN 7’91 Y’ N7 790NN 11NN, IXN 7Y 197NN NI AN 7NV 0N IND NINIINT ONNN DIXNNI
DNINN 1IN XN 720 405700 j7NT NN DNAVIN (NIINN 7¥N7) D'NITN DXIN .IN2 INIY N7 11yn

155, 2UNNn "NIN 772 7Y N'WIIN N2’NA YXIAN NIN 7Y NIT7IT) NPIN22 12N NI

271NN,V ANINN NINN 97N 722 'WIIN 'Y 7V DIY{NN NN 7Y NITT NN NINY7Y N TN ' 7PYIin wig'n .1
1%6.0071Yn /N7 {719 / X7 110 / WI9'N NITNYO TV TDWIN WI9N T NITIVO YN

INP NIN VTN W NITITY NIMND DY NI 7NN 120N NINXIN INNT DAY NN '*7:N'NaTN n2’N1'7 NNWIRN
M72|9IN] NM7NN Q13 7V T2INT 72N 'WIIN |I'V AWONT NIN TV TAgNnY VTNN 7¥ N'NATN n2’N1 V7
110

NNNJ 2WNNN NN WI9NN 170N TWND 8301771 NXNIW ININ 7Y NWER 72¥nT wi9nn Nanin )
"N 72VN"N NN N7 | DN 7ITAT NN DRV, 0NN NWIT YT DT WY TN DI0N NXNN
[N AN |IN2T7 NN 7Y DNTE,NYNT 107 NINTEINN VIAT 7' Q013 ININ 72 1290 107N XN 7Y
,OITT¥N 2 NIODI NIANINT 7WNT WIONN NN ININT NN NN 7790 IN 12T 77wN NIV, NI90I NINY 7Y
NI2'01 197 VAN "MW 7¥Nn" NV .ANIMIOITIN YN NV TVINT )IN02 NNIW DVOIIIT DX
IN DN .DPWPTW DFTTNI D'20YND DPTTYD W DNIP0I9 7Y NN 717w NTNIN NIAWNNN JINN M7
N7 NNWONN 7V )7 1ATN 079N |I'VA DANIND DNNIND 9i7'N 1272 NIT23N 779 AWNnn NN M
NN NAMINT WA T 2TWA PR P 791, A0 720NN 1NN

.69Qy01,131 W' 7W7,"7.14 NN 07719 NPNIN" 152
.7 9Qvo1,0w 153
11Ny, 124 w'n PYT,"1WNNA WIONINDION 701", NNINN NA1ON 154

VI 702¥ TIVA - N0 NITNNT VA2 V0N T INIYY |9INN NJIY AWNN NNINA WI9'NT V3111 9"TONT 74 'VO NINIIN T¥ DI |9IN )02 155
NINN 210" D7NNAY "DWIN WI9'N" JNYT N1 2WNN NN, NITNNN N NN20N2 NIVT7;720 NIN'YN 73 NN I0NI 27N (79NN 110 NATNNT
JVI91 1y 7NN 17N

A7 W'TYT A R0 V1 i (7091 Ny 091N 7w 13T 1709 7V Nj77N2 NDDINN 1T 'NIN 156
.13 qwo1,131 W' 7Py7,"7.14 01 Inn 0'7M9 Nnant ;12 'nya L, 124w YT, " Iwnna w9l nd'oN it NiYgnin n2'on 157

.0v 158



0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV

UNUIND D'NON DAYINA WI9NTI NNNOT TN MOWN 71l T MI0N - T 719
TN
ISOC-IL

INYNIWI IDONIW 2WNNN NNIN 7V 11700 NITIVO 7Y 0PN NNIN 72 590021171 "N NXNW ININA nvhwin .1
JINT DY TN' .02 V7 N2INTI NVIANT WONT PN P71,"N7N 1NN NINAA DIN - N{7NT7 0707 N7
,0ON1 12NN DTN 1IN DIONN .DIWNN 2N NWAN INNT,I09NIW DNNINN 7722 ,ANTN |I'Y NIDTMINY D227
NNIN 197 .NVNN NWIITIW{T NT72D 1ION 12T NA7ONT 172N 12 DWW PN NITIVO NN TUNNN N"IT TN7
TN DNNIN 7Y 19 NIV NNWT DTN N ,NITRN 01719

LVINTIWON'Y |9IN] AWNN MNIN2 WION NV T 7V IYNIAY NITIVON NN TVNT NINN DA 7Y 0TIV .
VID7 DMIWYN DNIN 10NW N7 ONN T2V T2 NN WONTI WI9'NN DTN NN NIFNNNT DOWNN N7 N1INT
JIAIWN 1’00 NITIVO NN )1NYT NI0TNNN 0'011 ITNVY D'7Ii7'wil AN 7172’ N7 TIV'NN ,ANT OV .N1N7
YI9'NN NI7'N 19701 DONIY NI7NN AWNNN NIN W N7RYNN 7NN (0NN DNWIN DN 2 717 TV
NIYAN 7¥ NNYT 77WT TINY DN TIVINN NI7IVON 77N 7V .NI901] DIN'NI |10 NITIVOI wIN'Y |N1 WYY
.D"VITIN NN 7Y DNINTNO'WN IN D'YXNNENO'Y NO'WNT WYNN |I'0'N NY7INN

VNN 7712V WI9NN IXNTIT7 ONNNA |'VT DNINI 7N 109N1W AWNNN NN 7¥/19'M ,qoina 'e:iorn .1

YNNN1 NWONI NIT711D0 N2’'NAN JNY 730 .NI9DII NITIVO NVXNT NN NITIVO 7V MITAT n1ann |I'Y7I

0'X1;7n0 19011 0’12120 0’9, 77120 NOIN NNIVT WIN'WAY JNJ'TN |IDNN N9, D'WNNYN NINY : 7172 '19'NN ,1'10

IN D7V W WIN NNWAL AWNNN TV NITNIN INXNIY NPX7TONN TY NN 71707 1N ,90101 .0'NY7n
AWNN1 0'XAy7n 7D 7w an'w 791N N7

,AYYNT .NV'INN NMEA 17,0100 19Nl TIVRN NINYIT X7 ,N07INN DTN 78 WI9'NN NNIN NAVP N 172
079 NN NN ,0'0I9NN DYYIN1 11NN AWNNN NN 7Y N7N 7RV 7700 NN 7N DN D770 NN NYANN
TIWNN NN |7VY NINAVT 0P0II7N 0NN VAW (M1YN™) wI9'Nn XN

:0'N2N DININN D2 102" M'7NN {7'N7 AWNN1 WI9'NN NNIN TX7,N2TNN 07719 NIPNON 197

DINNN ,AWNNN ININT NYTNT7 NYTN NNJ0N 0910 IN,INN NNXINT NYj720 NI2Y7,A¥NNN NINT7 N ann Ix .1
Awnnn 7'inn '

.0'0I9NN AWNNN NNIN 7Y Nnyn VIN2A 11T NYT .2

NYTNN 07719 NPNINT 16-14 0'9'V01 VIQj77 ONNND ,WI9NN VINI NN TVNNN , AUNNN NI wio'nn N7 .3
.NMNN 27WT7 Va0

INXNIY 2UNNN NNINT V2122 "NINN 72 <N'eN" :0'0I19NN AWNNn NN 7¥ 19'Nn 11171 N"IT .4

;0W 159
9,7 0'ooa,131 W' 1Y ,"7.14 NINN 07719 1NN 160

NNIN ;24 Q01,131 W'D 77 ,"7.14 12NN 07719 NPNaN™ ;13 'Nya,124 v PY7 " wnna wioni NN 7nia" NNINN 120N 161
"VAINN NTIY - 2WNN NNINA WI9N NNIN 7V 1982-2"NWNN [27Iwn N0IA] 7791 | TN 1TO 7N 74 Q'O NINIIN DIWH" 15.7 NN 017719
.5 QW01 ,("15.7 NITNN 07719 NUNIN" 2| TN'T)



0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN NI NOIND NI TV TV
UNUIND 0'NON DA'INA WI9NTI ANNOT TN MOWN 71l 7T NA0N - 1719
TN
ISOC-IL

NITIVO MY YXAT N'NEA NYANN ,NT 1781

VaInn 070117 DN My7INN NT'RN T2 791N O'NYI0N 2WNN NNIN D NXNIY 73] '82:n'7Nin 1nin |12'0
nN'wN"1 NN 0NN MNINT ©,N2200 |I'V7 n'7Nn NN NN'wN NN2Vin 0V ,002 .0707N0N j7'NN ON'XINT 'NPN
('Taw 021707 91931) NN |I'V7 NAVINN "IniNn 7

NI'M7 0MYYN DNNIND NTAIN N7Y AWNN NN OYNNXY DWI9'N JNYVT NN 1IN VAN, 770) 'S:n'7n nin‘Ten
NN NINTYWN YXIT M7INN DTN 727 'NRA NN, NN DN N7 VAINNW INNT 7 .00 707 DN
NIo9 "77'YT7 §1931) 00N VTN 019 7¥ NYTNN 72VNN NN 2’NN7,0'N0N 0IN'N V'XNT,0'9011 D'WI9'N VN7
VIND DYT .'NITNN N7 TN 97N NN 2'NINT IN (INND NY7NN 72VNn NITIVO NN 0'NINY 09011 0IVN 7Y
n1I0N1 V'Ol NN7wN YA 7Y NN 12T "4.W71ann NINN NTI7 12TIVN |'VE 19N IX BT 7NN NINTWN

JNMTNANINT 1712 NIRY 19 7Y QN NYY7NN 17N "ININN 70 nnien”

01" 17W

ANNNIN 7V IN NYY7NNINN 770 NINY NIN 7V |P'O'N NTIVNT NIY72 NWAN IXT NIF0N N2 NDV N 172
I'NI 21PN NI12X 12V VII9T 717V 1NINN DI0NOY 'wnNn wn ¥ :NINN D'NINN 70 INY7NN ON,INIT)T7 NN W'y
IN T 7 IN NYIONN1 TV NTVN ,NNI0 D'NT7T2 |I'T ,NI70 .AIwNn NI2XN |71V Y290 NN VIINT NN T
TV NTIV ININN I73-N2Y NI2XN PVl DYNIN N1INT PNEIN NN PN ;NYA90 NN VAN N7 DNNN 'YXNN
NY72n N7INN NN ,|NIY 72 ,0XNXT NPT NOYNN NTIF9 ' |'X7 'INT 71X DYV OYT INITIT7 1IN

65.n1Y129N0 NN DN’ PI72Y '7TN'2’NN TNINT AYi7an NN TNY7 ©°1,aN1IN 7 P17 'NT

166:0'2¥N MW7 ONNN N1ANN |I'YT N2V 7’N1 109N AWNNn '"Nin N7 172

AWNNN NNIN 7Y N7N 7NYN DWNIN 737 N7 2NN ©T2721 OUNIN NI7V]] 0N 7’01 109N AWNna '"nin
:0'N2N DNINN 0YNT 7NN 7V NN INIDT Q7NN INIKAN 109Ny

1271 )’V NIDT N7 AWONNN O] - (NQVIN 'NIDNY 7¥NT) Nj7INNA DNIONN DNING »

J12'XN 0D102'N DYLN |I'O'N N 7910N-NON |I'0'N 12D N71I09 NJ7N NIANT,)'T'9 7V NI'ONN 0JNdn 0nine- -+
JI'V NIDT N7 QN N12N'7 IWINNN N7 N'7N D'ININ]

.12 qvol,0v 162
.15-13 0'o'vo1 ,0v 163

AWNNN NN 7Y N7N 19 7NYN NN NT NINN DT PN IN 7NN NTNN 1IN |PYT7 ININN 1717 12VN 0N 0'Y7IaNn DNNINNYND 164
VYXI7 NIN 7V 0OWUN NN WTN WI9MN IX Ni79INT IN WI9'NN IX NINNT NWFA &INT )N0XN M7INN NIKAN,WTNN NN )X D'7wN wioni
.D'wIionn NN

LWVI97 717V M17IW ,NTTRN 77NT |'O'NT NYj7AN NN TRIT ), N0N TW TNN (7702 NXND 2IWN NIX "IV VI9T TITY M7 NINN DN, 7wnT 165
YN NWINT NININNE D770 - '0'N NTIVN :04.01.1 1"NON NTI79 N .T272 171, 1INND
.23-20 0'9'y01,131 w"n 7Y7,"7.14 N2 NN 0'7719 NPNaN" 166

Y gnyn 7TI7ONY )2 Vainn ¥ 'V NIDTN NN 2NN, NN N7 NIDTNIDN ,Y'WINN 7V 7Y 'V NIDT 1AW XN NPT WY ,nwynT 167

YYN DN W'Y DN DVYNT NNT.WI9NN NTIZT N32 V0 '97 TIWND I'MIDIN (77N NN'7NN 27w 12),INIWI2 109NIW AWNNN "Nin ‘12

DDA INNN'Y DNNIND 7Y YT NP YN L VAIND TUN N2NT 17Y 1PV NIDTINITI (DIY'ND 2ND NWAN 171 |'NNNY) NN w7
.18-17 0voyol,161 w'n TV7,"15.7 N2 TNN 0'7;719 NPNIN" .INNIIN D7D NINTYN 7Y VIND INNT INXDYY DANINAE,NY7NT



0’'70°2'T 0’0111 D’NDN D''WION1 wI9'NI 11N NIAITII0

TIN TNIY] N9IND NI YT 1Y

UNUIND 0'NON D'WINA WI9NTI NNN9T TN MOWN M1 T MI0N - T{N9
"TRIW'D
ISOC-IL

- DNNNN D'NWNIN 7Y DN1INT RN 00171 DINY , T271 TNN DOWND 7Y 019N NVIXT D'Vadn 0Nnin. -«
7N DNNNND DMPNIN 1191 N7 7272 (W72Nn) DWNIN 1191 1ownY

TV IVNIQY |12'001 WI9'NN NITIVO NN 019NN AWNNN NNIN2 WI9'NN TIVIN N"IT NN N12NN 7270 AWNNN NNIN X7
NN 0DNINN 9N NN N7 1AVNT NAIN PN ,N0N TXN |I'VT )N NINN 7728 NN D IY .NYnn 'min'm
Jninn 7

ONI7V11 AWNNN NNINON,7¥N7 : 7272 INI'7V1] DN IN DYNID NI7Y1] 0N 7N 109N AUNNnn '"nin
INXNIY 2AWNNN NNIN 7Y AN FNYR T 7270 DUNIN NTANND .00AVN VA9 IN (7N DTV ,0NNN D'NWND TV
,NTIVON NIN"IT TXT,07TH7N WNNT TP .N7IT QTN DANINT DN7INN 1VIN TXD TIVNn 0V T0',1273Y7 0r017)
D N7 N7 avnn 8 ("MNiNn 72 NN'eN™) 019NN AWNNN NNIN 77 7Y '19'N N1INT7 110N71 JNVT 1IXN NTIV |ND

7N 2WNNN NIN 7w 21I0N1H|I'NN |9IN 7Y N7 901

ITAVIN N7 IWN D'OD1) AWNN NNINA YT AN W27 'NDT DWND 7 :0PINN PN I09NIW DININ nn'7wi .1

170,"DIANWNN NNY0I PN NN NITRIVINAD" NXANINTZINN N INY7A DN, 7PN 109NY DN N7

W{71201 11NN DX 12¥n'Y7 |07, INIYIN 109N] D'W{71aNN AWNNN NINY DTND 7 INNJ0NY 91932
"7 D' TTNR 1Y

1NV7NY 09011 D'WI9NI D110, 0DIN'NT NIYXN 12VNT I'NEA N1INN :N7N NINTWAT NIYYD N2y .2

1WONNN 0'9011 0N YITN YXAT W ,7wNT .NNYWONI N0 NXN'N DNYj7AY NT'N1 AwNnn Nnind

Nj719NN 791N N7Y ININ 7V NIDDIANN NYIANN NINYT NNTN NIPNY N7ON 1IXT7 NN OV0ON nNnin ' 7y
71 NIWNN

.1982-1"nwn ,[27IwN NDI] 779N TN 1T 7IN7 (1)(N)74 9'VO7 ONNN] 168
.26-19 0'9'v01 ,0W 169
A7 W TVT w9 1y 170

[[791N 1INNY 711N 19700 7 NOD1 Nj7N9 YNAT DWNI NW7AT NIDYT7190 NNJ0N) (7.1.2021) TN NN ') DT0NN 46/21 9"W1 TwNTIN 171
INN) N"N (07190 170N 7V N9 IWN NN FIN NIN2IAE MZINND NTRM ' TIWN1 YNINNY ,N1Nn DYON NNNIN '™ 7Y ,nV'ANn NI
1'WINN 01N 7w NNYLN N7N9 YXAT NNWNI 7Y NP7 7277 0OWNN N NV7NN) (4.5.2022) 7MW NN 1 2170 21933-04-22 (10N
|72 .0790 NINA 77N 71 NN DYTAY 2,M0WNN T 7Y N2 NT D792 791INW ININN NITR D 1NANN [N2Y NIQ'011 ,N7Y TN 19700
NNTYNINNT D1 - 0OWNN N 7Y WTN WI9N 1IN 197 NN 12 NIOXT NF7Y 10N N ,NYTAN T 7Y FNYI|I970N 21N 1D DITTNN IN0N D'j7Nny
.(MNYNINTT 790 WINN AW NN T 7Y 079N



TI'N
UNul'Ni
TN
ISOC-IL

Di11 *"T'NY WIN'W1 A{na DA 7T 79 1gn "nim DN nw 4.1

NY7NT 007N DNINN XD ,OY70' 2T 0AIN I IN DTN IXT DITI9 NIIT7I200] wIN'Y NWY] TWND
NN 7Y NIVIAT TV NN NY7N NN 720 j7'N 0NN

7NV MY 7V 1NT7 D'0012N 78R MY7Nn NI NI7vony UEFD NNAIT 0121712200 070N 2 1D1) ,NINT DY
7 VIN YN ,(NYTNN IX 7Y NTI2 NT IN NYZNT O'0JI17Y DINY DNING NI2YT7) WONI YwIoNn W NN 70T
"70' 2T FTRYNN .NTNN 7NV NN 070J1IT-N7 0'IN1 121N 0210NY 197 171NN 1N 7¢ NITI20N NITNN
'WONn 7y1 7V IN7IY 72 NN 72N ,WI19'Ninl N'TNN 7D N'7V9n |1INT 1XYW ,00N0 |1970N 7 NTNn
I7N 0"2IN] 71122 D71V DN D'YVTIP 1IN N, D'TIVN DPNY DPWY7Y DTN 7V 'WPN VTN 02 0’21 0DM7nl
MNX'Y 707N 7NYNN D 'NNNT 120 TI0' 07 ,NITN .0'7N0 j7’N N7’20 IN '09wnin )'7nin 0I'0 1NN7
07N 112V "IVITINANINT-D NODNN NN T 7V DNNWA,10NN 077N IN,NY7NN |N72 0dN 1970 112V Mownn

JTny NN DNNN

00 INNT |2V NIAYNIL |I9T70 N'WINN IXTINY DY70 TN DNINN NYNY 7w DITIVY DIV E7N NMTON 17V'iN2A
T 9T NWYN DNIN IN DIXIN NYNY D D770 NN NTIRM 7V NYTIN - DNINN 1I90N] NN120N2 NY'7Nin
72.00UNN N TV INVT

.(15.8.2018) TN NN 111NN 5295/18 9"V1 :0] INY .ONMIJFZN1 DMND [7IN,NIP0I9N NN [7IN 37Vl T 737 91931 12 172



M9 NA0AT 113 TV N

13V INWAT 02N DMWINT ivIn 7y
N T9INIT NPT NIy Inw

Y707 1N"IW YT'AR NW AT 977 DN NINTXYNa NAT7100 Dnnani 1.a
DV707AT 0"1*WIN1 0NN 019780

. Q

2pYn YW N1P210 °2N11 191X 1PTONY W ,1995 NIWA PINN NP°N TRN D1°Wn qp°n NO1

myx1an 0TR YW N2 11901 MY1YD ROR NTMWPN P11 RYW 0% 2% D°w2a "YU T 1T°Y2
0°2>O9R8NY 1% 0°w21 ,7171°22 NNYYDN1 NDNON MY122 IR 1TONY NpPpnn YY .mpnin anna
@ .YR 071°WN NY21IN N1PVIDA NY29N YW D»TIN7N

1732022 VOMIR 1M NV

J

WIONN NTIFOT 17NN DAWNNN {7IN 77N NN 1970 DI0INNT AINNN DINNA D'N7Y DAY ,ND TV 1NN 19D
21,V INT NANNN DNIN 011970 7 TN IDNND NITIDY,IOTNY D'IWA .AWNN MNINA WI9NI NN PIva
N NAITIII0 NINTERNN DA V2D WINWN 9702 7T )2V NIRRT 19701 DIWND DWINWN Q7N D)
19701 INITIIN .0MNIN 1970 N'WINA D'WNNWNN NINJ NN 7 TINT NIV NMINAY ,0NWINN YNNI DT NN
NXNON NN NIOIN,ININ NINY DRININ Q701 NPTDIN 7 NIITIN0 DFINNONN DY TN',11NA 7w 2WNNI DN
19701 D'WI9N 90112 .NI'0I97 NIDINI DTNN TIAD ,JAIN P07 NINFZINN NI TNIMA N7 NYA97 12 W9
NN 27w 71 YWINNN DAININ 72 TN NIXAN 207 NOINN DWW IR DIXON 7w IIMI0N ANNNN DIY
NNITWION IN21TAIN 1INY VTN NN DTN .Y7RT D07 IN INDNIN 197 N7 TN NN NINNNNN VTN

NTN7220 72 N77,0TN 7¥ N2 WION YXAT 7INN NOIN NILA TW NNIDT NVNWT

D'WIN TXN .NIDITDIND N 7¥ DI-DI'N "N DN '10' 727 190 DINN |1I970N ,NT JN0NA 0YN N7 D1INY '9)
INITDINT N0 NINYT N’ .0DNN I9T70N 7V DINXNI IWN DNIWYAL VTN DTN DN DPYINTNN DN’N 770,000
Q'7NN7 N71ID) IWN DWINN 7Y DITXN D712 9'WAI 72N NT7 1M1V DNITYWN YXAT N712'2 0NN [1I970N 7Y
AWN OYNI9T 0NN D'WONI DN 7Y DNINNONN NN NTTIVINOWN NINEZN NN 0,07 7702 .VINGTN NNTXN
NN YIN'WN ,NT VTN T NMIND NPT N71ID'Y N1207 12vN .YIN] 'NI9 VTN 727 7IYNT 071N 7Y D7
JINTT QRN NTVTNY WRNN DUNIOY DRI WNNWNT D'NTIND VNN |2XN 079N INT 717V NTN0N2 NDTINY

NIWONN 0'9011 OPY'N D'WINI 0'NON 01970 7¥ NYV7NI NX9Y 721 120N N1 172N TNIw 0OWNN ‘N1 0
TN WIONN T 7Y NIWIMN N'N7NN NNI0NN 1NN VTN TV DTN 0N 9707 N VNN N7
NXN97 NNXY '11 01171200 0722 I'T N7I9N-NT IN 'NTN-NT,19IN WIN'Y 7110 079010 M1 N7’ Nj790N NIN

74 DNYTN DWITNN |2V NRIARNIEDNON DYRIN1 WI9NTI

.69 'ny NIXTNNN 9,39 W' VT, N NYIT 173
A9 TVTIN 174



0’'70°2'T 0’0111 D’NON D''WION1 wI9'NI n'TN NI'AITII0

TII'N TNID N9IND NI T 1Y
UNUIND TNIW NODNA NI NIVNANY |2V 1INYNI DNIN DWINT NN 7Y NIPON MNIONI T DTV 1IN - 1 jN9
TN

ISOC-IL

779N TN 1T0 71N - 20-n1 19-N NN |NTIY 7V NNJINY N'NT7YNNN 71NN NYXN 7'V IN DTAT 07NN DT
DATONN NN Q7TNNT NTVNIY - ("w19'NN {7IN0 NyXN") 2014-T"VUNn (PI9'NI NP'ON ,NNXNN - N9IN NI'DND)
AWN IWNN ININT NIYAIIN NITIVON NN 77101 7N |9IN NY'TON WI9NN j7IN NYXN .WI9'NN NTI791 DI D'VIN
N1Yn NN IYNY ,0'AWNNA WI9'N |"IVT 07N 7INN 2XN NIFNPYIN NWITA N, 0'WI9'NN NT791 NNTOIN 01D

AYNNANINT NYTNT Y70 721 17901

T2 AUNN 1NINT7I AUNNT7 NTNI'N NIONNN N2NNN ' N1din NN XV1N WI9'NN 71N NVXNT | {719
11 WIN'wi NINDY ,A¥WNN 1IN DI720 YT'Nn 97’0 1IN7 TNI'N] N2’NNNY ,ANXNNNIN0'9NNA ,WI9'Nin
INI'019] NY’A9 (IN VTN 11NN NITT71I,2INND 1NINT AITN'7 IWON QY N'ON’a NI7j7nl ,0")TINN 0D’N]
nMownn 'DIX |2 ,AuNNn NN 7Y DYTINYA 11IPONN NI 1T |ITN VIA7T YNIN [7INN NYXN] 7°.0TNN TV
|'0IN 7V QD11 .0"WTY DM TIWNN NPIDT AT JPT7 02’12V DINANE YN, NNMY NO'WN 7Y N1I2'XN 010NN
19127 DI'N 12D NIININ NI'DNO N7V9N ¥ DY NITXNON D'NINNIE NVTN 7Y NN, NIMINN DTN NINN ]2V7
]2 .2UNN NNINT VI1N 722 "IN |72 0D NNTOIN | YN NI9DII NIM2ND YTONT {7INN NYXNA YNIN,M7N0N
176,M0WN7 NN NI'N - 02 INNJY NIDNO ,A¥NN 1NINA N0 WI9'N YXA7 NOWNN NIDNO NN |AVT YNIN INWN

TN1I'N1 V12 0P 0119701 WI9PNTI NVTN'T DMAIT1I0 D'YXNN N7V TnIanI TR NNA0N 12TV XD
TWINNN 0'WIN Y NN WONTI TN 19PN '912 NI NIINNND DAWN 7 AYN 2IWNN | T2
NIMYAT D7IVN 17N 0172 ,2 77192 VT 110V 19 .ANINTIN NV'7NA NPIDN0 W NNINY 1ana liang -
NIAWN IN DPNNANN NINWIA DTNT DINNNT DIMRAT DAWONN QNI IOIDIN qi7'NA 'WIN VTNT N NN
I'TN 7w DTV NIAPNN NN Y NN DM Y707 DV7NN 1912 7W NIWTNN NITIDN 90111 .0NNN DI
NIWONNN) IO NITNN A7 (XD N72{7 TVINA 0PN 72§77 WONNN) WI9N |2 71220 WIDWO NIIY,0INY7n il

(DVTNY D1IND 72§77

11719 TAYN *7Y1 D'WXNNT 1j791AW NN DAL NIAN N7NW 2.0

7V N12N 'NyoN 71 N7 NPT 0191 0711 0119701 0NN DY'YINA WI9'NIENTNT TN NNJ0N 7¥ wThn NN
021712200 072N NIYXNN] NIFZOINND NININ 7Y NIIMNGEAIN Y70 'NY0N NJIWNI NI NN, DTND TI221 NI'09
NN DY NV TNY] DF7V9INN

TNNN 1R NN IR 32,779 DUf7 NIN PPN DINYT7E TV WOWO 7NVn 127 170 2 77200, D701 NN
NI7oINI N7 NIANNI NI Forensically Sound N7 DNINN DININ,]D 7V .ANTON 21T NN NI 1PN
/DI DN ITYIN, DN NN INANN VTR 12 ,00N30 72 "NONT NON"N NN NIIWN [N NIINOD 0T

.23'Ny1,39 "N TVY7,7N N"IT 7Y 001AN NTIND 175

NN 7INN 2NN DY ,NTI792 NNTOIN DI AWN 2UNN NINT NIVIAIN NITIVON 770 NN 1NN |9INA 1T NYXNA W T0NT7 YNIN") DY, N N"IT 176
("IwNN NINT NM'TNT7 7N 721 {79010 NAVN |N1 1N DNAWNNA WI9N |"1V7



0’'70°2'T 0’0111 D’NON D''WION1 wI9'NI n'TN NI'AITII0

TII'N TNID N9IND NI T 1Y
UNUIND TNIW NODNA NI NIVNANY |2V 1INYNI DNIN DWINT NN 7Y NIPON MNIONI T DTV 1IN - 1 jN9
TN

ISOC-IL

IN Cellebrite "ININ |122,'12119 TNyN "7¥1 072171100 07D ,4.1 {7191 N2NN1 NN'NY '9) ,NNT NINNYT
Va1l ‘121 0"7INY 072'"7N-0"NYN1 DMINN D' 1IVND 0N NIYNNYN TN’ 71NN N9DN NI'IWAY NSO
TNI'N1 , NNT 77,0770 2T D'WI9’N 'TW N'MNIN MY NTNYI O'NXNNN "DIN'T™7 wwn , NPNID NIPNNT

178, 7y'n 1'wIN ‘7Y NnNLANN NIJVNI 0IN1N '12’U21 11D nd1Nda,i7INNN NNN0 NY'TN VIN']7 Yaid

NITNN NIDT NN N'02NT ' T BT O'MITN 7 0NN D'WINA WI9NINYTRT TNIdN1 TR NNI0N 10TV ,NT Y 7y
1191 NINAIND NI'NN T NIN'ANNTNINND NTNDANT NI2'XN 010NN OV TN, IT NN NTIVO NNI0NA ]AIn )77
.DIN'T19N N1INENNPNIN MPAYT 0N |l 0721712000 070N NIPNNT 0N |0, NINT.09WNN 'N1

fI11iN 02N DM'WIN IN DIWNN 7W 109N NYXANI 1Y "1A1IN1 w19 3.4
NINMBMU-YIN 171V

V112N 721 '09wN 'wij7 NNIYN |2V-0011N |IDNNA 0NN DAYWINI 071 01970 ¥ win'winl NIYNTN NIANINN
SN NN Y 1270 NNOWT YINN [ONINAN VT'NA WI9'N IN NYTN NITIVO YXIT N9INN NI 7Y |NIDNDT

IN D'2INIY WION YNAT NINLA |IN NONINN NIMKA 1D NO'ONN NIPOY7INT NI NNIN DRNNRD DNIYN 1WA
LQIONT [N N7 D NWAIT NI 60-) N7V NININNW ,(2016) D/9TIA NINN '7°.178NI0N0N JNOWA N7 VTN NINN]
NIY N2TNA DU D'NIAN DN NN NITAN 7 DPTNNIDADN NMITIAIT YIND NXNIN VTN WNNWR'T YT
12 |9IN2 DY TION DMII'WN 72702 (MLA - Mutual Legal Assistance T 7V 773 J172) INT NN VTN NXN)
NI72201 DAIDN N7712 NN 2 IR JONNN TINNA GDPR-N N7{7N NN IVN LN | TWA N VTN [ONINDI 791N
DITAVN N OIVNN TININD 7€ NNIDNDA DIN TN DN 7V NIAT) TINRD INI0N07 YINN 78 VTN N2V 7V
199N NI NT NITNIN NIWA W NOTNN IN 1T 0OWN N1 IN D VAT 48 /Y0 01911, (TINNA VTN INWI 7Y D1IN)

18 MLA NNI0NA 1IN ON NN JONND TINNA 'ONIDIN |9IN]

0'J0NINNN D2IN17 NI'NYTN N9IN NIV 7Y NV TNY N'NINT-)'2N NNJ0INN 7W NTAYN7 n¥'NNN NNt
NIY1 NN NIXIN 77N CLOUD ACT-in N'n N'9'X90 N'Nj7'i7h N1 70N N2’NN NYTNN NI71227 Yinn
0'2ININ 73 DN N9INN NIIPAT VAT 1171200 NNAN 2PNNN IX NNXINT MPONY NPT NN PN N1 7in'e.2018
yTn 7907 NNAN ,IX NV ,A'NT7 N 1D VA, VP9 YNIY 07 NIITY ) TWN DNON wNNWN '1)7 D0NINDN
NY'TN1 71N NT21] NW{AN ON D) 0’100 DN7N2A1,2"NIND DNXN] DN DAININ ON D] )NOT7WA IN NI NXNIN

/4.2 79 TYTINYL,UFED N2vN 079 NN WAWT NWONY 17N 0721 NNOAN NIYTIN 097 177

22N NNLVAN NIY7IN 0'7¥IN NSO-I Cellebrite 7Y 17N |12 D'NON DA'WINN VTN TIZWTI YITRT DYNI9ON D700, D NTIFN 07702 NINND 178
.ON7Y 022NN NNDANNI N7'YIN 1211210 NN Q7VT IN WAYT T D710 0219700 NN 7Y TIj7A IN

Robert . Currie, Cross-Border Evidence Gathering in Transnational Criminal Investigation: Is the Microsoft Ireland Case the 179

11179 7230-96 9"V TUNT INY 'INOWN T2 1T N0'ON |11V .(“Next Frontier”?, The Canadian Yearbook of International Law 54 (2017

|2 P0OWN MY 7IN ("N TN T& DPINNIVI0N N'NINNA D'WOIN PRIV T, VITI NID 7700 NNMon |Ni7y") (1997) TNy n1n ')
(TNW NNT YIND NN QIONIN PTEZPNT ' TIVY 717010 VA7) 1998-N"wnin NI

IYENN NNANN N9IN 19117 VTN NNAVAN 77727 ,N9IN 1912 DVON VTN NNV 7Y 07NN 2N NN IN7INNN 22NN GDPR-n 180
.Clarifying Lawful Overseas Use of Data Act (2018) 181



0’'70°2'T 0’0111 D’NON D''WION1 wI9'NI n'TN NI'AITII0

TII'N TNID N9IND NI T 1Y
UNUIND TNIW NODNA NI NIVNANY |2V 1INYNI DNIN DWINT NN 7Y NIPON MNIONI T DTV 1IN - 1 jN9
TN

ISOC-IL

NN2N 7V NWTN NIDNO {7INN NMPATIEN9INN NMWAT NI 1IN 7INN D RATRT INT PINND D'09wNN TN .NNN
.N2TNN NITIAT YINND JONINNDN YT'NT Y122 N'NYTN N9DN NIT'VO 7w NFINNIVALN 72207 NIVN N1 NN, NNT

NIYY 12W NN 73 112y MLA 70 YX27 IPRIWYA NI72200 DY TTINNN CLOUD Act-n 7w 9011 12T
.NMILMDA 109NIW DN |I9'701 IN AWNNA WI9'N 1IN D'FNNN D'ANWA |ONINAN VTN MW AN
MNWN D'WNNWN 1IN NWATT DPTN-P2 0N20N 7V DINNT NYXANN NIYIN 72 DTV 2NN NIVNNNDNINT
1702 LTI 19D NWTAN T N0 N7 TANIN NTT NNANT NI NIOT T NATNT NWONY IV NIT712900N
DNN'NT 712 DION NI .NNIT 7N Y AIWN N2FTNA D BT IWNIN 12T 7V VW3 NWYNT N7 2T .MLA
AT AWIV 192) NIITT YINA NXNIN VTNT NWAT NITIDNOINN NI 1D VA7 NN 7NN ON 71 NI2TNN |2

L(2"NIN 127 IUNIN

N'MI0NN MTONN NN DTYT7 1IN N1 )INN,Y2P9NN NNIT 077N NYXN 2018 NIwA D019 '9INNN TINNN D)
7Y N7ID'N NTONT D')7IN NYXN NN N ,NTAN0N NT P TY nVXnn 82,007179 00171V NINO7IN N7 N Ty
W7 NN {7INN NYXN .VTNN 7Y 790 DE7PNT W NTT, YN 9IND TINND VIO TWN TINNN VTN WNT7 NN
NN NIXT MINN NN D'NXNIY NN 790 XN NIZINIM AWN NINO0ZIN NN 7Y NNI02N M2V NN
NINAT N 72577 (1IN NODN NIPIPATEDOWN 'MAT IWONN WWN VTN NIV NIX 7Y NNI0N NV X710 D779
AN N'Y X TY NNI0N D2 NYAIT DIXTIN JOIVYNN TIN'RA NNNN NN DN NF790N NIV NINNLTTN

.D'I0N YN INW7T NNNN NN DY NIP7O0N Y4727 NI0I9Y NPT IWONN

NIYY'N7 N'712' NPT YINN 112NN AUNN ININT7 TN 197V TNIW] NN nj’0{719n T Vi 1y
N7V OV TNN NI72 71V NN 83,02TNN NI0Y7719 7Y AN'N 0'01 7V NN, Nj7'i7N1 NWII9N NdN0N N'77
|TVT7 D'RI9'NN T TV PUNIN 7NN |1DTY7 1IN DI'0ZINT NIYTN 7Y nNdinin OVI NIF7NNIII0M00
0'1IN17 NP’11 )1ND 7NIW'1 09N1Y 0ON 1'¥ION1 IN AWNN1 YI9'N 72 LYND 12Y ,’NdIN 2V 1Ivnn

184 12NN NI71227 YInn D' 10NINNY

779N 7N NMIVNN D'7INN D'MYT N TN 7¥ )1 T72 2NN NINA WI9'N NJAVYT NIdNON NP0 "X ,NN'NN DY
185,09WNN N 1192 TNIVIITN |PTY 1T 070 DIDI9T 121 TWN ,01270 NWI9] DNYNIN 111D

.European Production and Preservation Orders for electronic evidence in criminal matters (link) 182

W9 7V NNINTIAN NINND INY ,0mnnn D'MY7 N TNEAWNN 'YW nj7oivn TVNINTYAN 2’0NN NNI0NT . A NODAIN.2.T inon |'7ﬂ'7 IN1 183
2016 NIwAa TN NN NO10NN N'INY ,(Convention on Cybercrime) 2wNn

wI9'N X 7Y 'NDIIN MI0NNY N7 (Law Com No 396- search warrants) 7INN NTYI,NM7IIND . TYT NINTOO INT'OIVNN TINNAI 2"NIND 184

JINOFTN VTN DIWONN AWNIY D WI9'NN IX NINIIN NN NIWT NXTNN NTVIN JINOFTN VTN 7w DFTIND 1PONNT NNNNIN NN DTV NT

IX Q'DINT NY'XN NTVIIN 90112 .TV'N ININT D'VIIN 7INQW D'NIN D'TNIV DININ TV 72 {71 1NN 78 TV DIRNT 17210 DPN0778 D'wIN

NIDTAIN P70 NNO2N P27 NN DX 2N |IPN DT 0NN 7Y W7IAN IWN 19NN VTN INN "X IWN (YRONT WI9MNN IX712VN) Q01
JININ NNN DTV P09WN N9 NWATY 1D NYAATN NTVIN  NI9DII NN

AWONNY Q7IVN 7I70NN" 27T TN T :INY NIOF7719N NQAANTNT IV NN NIJYOT 1270 11 TN NN 42209-04-19 (DN '1inn) N"on 185
Q) (4.10.2022) N12 ")av2 D'Tiwn7 OON7 Mown7


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2018%3A225%3AFIN 
https://s3-eu-west-2.amazonaws.com/lawcom-prod-storage-11jsxou24uy7q/uploads/2020/10/Search-warrants-report-grayscale-web-1.pdf
https://www.mako.co.il/men-men_news/Article-ae641b5429d9381027.htm

0°’'70°2'T 0’0211 D’NDON DY'YIN1 WI9'NI TN NI'AITII0

TII'N TNID N9IND NI T 1Y
UNUIND TNIW NODNA NI NIVNANY |2V 1INYNI DNIN DWINT NN 7Y NIPON MNIONI T DTV 1IN - 1 jN9
TN

ISOC-IL

N1'017J1IN 1171 TN1'A1 "IYA19 0NN 019701 D'WIT* AR Gi7'nd 717°An 4.0
nw7mn

MIXAI TNIMA PN IVOWIY 'N 1D NTAIVT NAVN 7907 AN ,'IVAI9 NY7N 701 2NN WIN'WA NIDTWN1 TN WWND
NOINT NN2INN NINNAITA .NN22IN N9'INN 0’7210 'MW |9IN] TWN , 001V IN NIYTNIN NI'DITDIN DN N91N
NODNN NITIVO NIV'BY '87(012057 TINMAIL) OINN NXI' 19721 "8e0ITINI-NT '97) NOINN NY9 | TNIWI 1D N

PDITDIND DYIV'N N2 7T DT NI0j7IIN

0'11970N 021N YI7'NY N1INT7 120 /779N DOWNN NJIVN NN D'IPONN IXVNN NIV DNYONY )01 AwNNinl
n'mown MmN 7¥ Y90 N1207 NIF D'9IYN NIYTN NI'DITIINI 0'0IV'N 111 ,NI7) .0NIN 7wn 11 DM7IT70
NI'TY9i N'11N 112y 71 ]19'70 7V ANT7 NIDNNON 7RI NIYWTNIN NI'OITIIN 2 NTAIVAL'WIN VTNI DIN]T

'8,]1N"1'UIN1 wI9'Ninl NO'ONN 7V NIIVAI9N NN NI TIV NN'XYN |N'7W NIZNN

1"10N'0 101N 7¥ NANXIND 1N’ N9INN 071101 0'0IV’N TXN NIN'IN NNJ0NN NI712N2 720711’ 90112
N7 IN D'PNI9N D'YXNND ,NNJ0N NI9)T IWON 'NY VA7 |I'7VN DOWNN NIV '9 7V QN .TAYNAI NI'IDN0] "IN
NIPONNN NOINN NI TXN AN NODNT 0NN D'NIDN D01V 7Y VXNTI0IN D TNTN 0NN |I'01,0'N19N
NY|727 2107 DNAIV IN DNNYONI PN NT D'WIANT DNAT VIR 171, 01NN NAINYT NNON'ON IN DI'N NWINNA
0" TV NVIN'XI0ION N1D01 |17V DOVNN N 7W N2 DY TN NI72 D71V 1T NXTNN 89.0N01W TXN wI9'N

190 NIYTNIN NIPNINN IN NPNN NIXIA7 1970 "N

DNVNN 7700 ;7710 1RY OWND 712D ' 0NN 43% ,Iw2InY DIYND '2ND 770 )INN1/TING IINY TIN 0R1) 0NFninn 41%-1,2019 n1wl 186

NN'TON 7NN TNYY AWIN DNINVA 770N 55% ,2020 YN wTIN 9102 ,)2 1N .0V TINY N7 ' DNIXVNN 57% ,NIW NNIND IYNIQY DY 7790

TV D2IN1" |02 Y2 NI T 17N .TA72 25.7% TV TNV NP0ITIND D'TINY NTR IV TIVA DNT.DPTINY NT ' N2TN0N AN DAIvN

NIN ITNNI7 7Y 07NINN N2N N, "D'TINYNT™7 D'0ON'NN 02NN .(2020 ,VyT'NNI 1{7NNN 1210 - N012n) 1 "|IDTY - N'11vn N12N1 nY'w9
.00 TN 1.86,2018 NIWA TN 'Y DITINY N7 |7 2.27 AN 22V 1NN 11 1Y

DIY'YN 29 BYND ,NY NNIND D27 NYYENN 7N 77010 3.2% TV TNY VOIMN INXI DI 7 my7nin N Iviy |, 7wn7 ,2019 nawa 187
39N MNP ,NIW NNIND D'Y0)7 7T DAXVNN 77010 5.6% 7V TNY N'OPNN NXI' D07 T¥ DINXYNN V'Y 0207 1172 .NF770N N"0ITIIND
[(2021-N"9WNN) 292 N'OIPAN 'NXI' '7IN TN N9INN 'NIA NITNINN - N72 'NIY N"IT N2 TNN 1720 AN .NPDITDIND DIV'RN

1IVN 12'XNN 28% D7IN ;00N 1970 7V NITYD TINYT 2V NN 2 07720 PN ,2018 NN TN DII0INN TIINID"NTN AIN1 9 7V 188

01102IN] DNTY WINWN 7'V D INIT N2IYN NN2NNN 66%-) ,)2 10D JTIN 1I2'XNN 10% NNIYT, 7272 70 197000 DI0INA NW'T71 TV TV

NIVXNND j71 DII0IN] D'wNNYN NITNTAIEN2IVN N12NNN 20%-7 1Nz 0NN 2020 NIwn 02N .Q1WY7) TN 19700 NIVXNNI NPY)
Qi) DTN APOITIINDN 7%-D NNIYT , 0/ DNRON

Tracey Maclin, ;59 'nv1,10 w"n 7Y7 ,Upturn Report :IN1,NN2N NIXIN] N9INN NIMYA 7IN 0']27-N7 D'0IVNT VA1 1T NYOIN 1IN'NT 189

“Black and Blue Encounters” Some Preliminary Thoughts About Fourth Amendment Seizures: Should Race Matter?, 26 Val.

U. L. Rev. 243, 248 (1991); Marcy Strauss, Reconstructing Consent, 92 J. Crim. L. & Criminology 211, 242-243 (2001); George
.(2003) C. Thomas IlI, Terrorism, Race and a New Approach to Consent Searches, 73 Miss L. J. 525, 542

.(25.01.2021) 7MW MOWN "1 VOPTIN INXIT |PIWL 7T - 720 NNINY 4455-19 y"11 190


https://www.isoc.org.il/wp-content/uploads/2018/10/internet-arab-society.pdf
https://www.isoc.org.il/sts-data/israelinternetusers2021

1TTONIT MN97 {1nA <0100 Dijinl

DMWN 0020 0'7'WIN1 Wiamn 7w

NII71220 7 D'T7NN NNON |'NITIDY 7V NITAIVE DIN 7907 N NNV INN0N T JN0N NN91 11'XY 19D
(7702 .0N7Y9NT TNIINI )TN NNI0N 7VI DNFTN DAWINN |2V NIRIARNALDNON 019701 WI9NTINYTNT NIMNI9
INY |ITN N'0QNT NIN 7V YNNT WATAHIND D D120 1INY NIINFYT IWNL NIV PPN VINA'T j71] N 0d0N

SN IWIN 7Y DTN TI2271 210 70T ,NIM0N9T TI0 NIMDT AT )TN NOINI NNNN 37N NI1I2'XN 010NN 2

D7NT N7 (PI19'NN NTIF9 NIDNY IND'ON INNT AWNN NINA WI9NINYTN 7w DNNT NITZINN TN NIXTNN D 1)
2N NTVIETY NN NNXTNN N9’ N7 DINNA 0] ,NNT DY .NITIN2 wIN'W IN "j7inNn wion" ‘7v

fiNJ0i 0701 7Y 11V *INWAI1 DT 0119701 WI'N7 NNWANT D710
BI9'W 1X N7

Nj7'0;719 D1 NNY7 NIJNNNND DA, NINT DY OI9Y IX PNIT WI9'NN )71, 7730, 7NN '2T7Y 1IN'MA 121100 19D
TIUN/A7N1 27 NNFIN NI2ND 7V )2 NON'0 N7 U910 NNN N7 NINAIW LIT "NNJ0N" . TIWNN NNJ0N1 wI19'n 7Y
Q'INTN DN DN0IY T 7V NNJ0NA D'WI9N N2 NIMNENI'0OYN NIID N7VN ,I7TINY NIDNON 7V1 NN NIX1T N0INY
TINY2,TNINA NNIXY N'DATIT0 19701 NNJ0NA D'WI9N 7Y Mj7N2 YT'NAI NIDN0 NNON'ONN 7AN 91w D2

.0MI71200 072 NIYXNN] NWYIN WI9'NA 1AITN WND

JWONT M7 ONELITY Y'RINNN YTNT |NY VTNN NNND NN WIN PN 17 197021 wI9'NT 00N DTNTY N'INT 120
7Y NNXIVNN IVNOI' D'WIND 1N NINT 120 ,N9INN NN NITYONY 01190 072N 7Y NN |PTATV'R Q7Y
YI9'N'7 0'090N NN ,ITN NN' . 'wINNN 01N NNA7I NIXNT T2 DN WNNWAT NITIDY 7INN N9IN NIMRAY DF7DN
NIN'N Q0112 .WI9'NN N 7’0 NTNAL D7D 17N L) 19701 WI9N NIVXIN |0 TXD 001910 DN |1970 7¥ NNJ0N1
ININW D2IN] DV DIWVT NITD 7INN NODN NMEAY WIN'WN 7Y NIT1IN OYND PN V191 D TNTN T'VT 1IYNNY
NOINN 7V |NT N722N N ,i7’90N 1NT |9IN2 NDII NN20NN D910 DN .WI9'NT 00N INY'NY INNT N7IT70 |1970N

7170 119700 ININY DIN] WTNN {71727 071! 71N N9IN NIKA NaY

ON'NN 12'N NNJ0N2 WI9'N I NN 019 IX 119 7V NNJ0NN [7'ONT M7INN NIKAN 7¥ N2NN 7191 1901 'Vl
NYIFTIND YINTOI9WN 1NN [7'ON] D'1DNN D'7H7'WN NWITYN TN NINY ,0PWITY DTN nVI9N TIiPYT
INN20ON 'N ,Y'WIONN 7V 1T 7Y NINAW NVTN NN20NN 20 ' 7V YIwn NN 1'WINT IWON DN D1 ,NI7D L1977

07N’ "0 DTN"Y )2 7V NIDNNDNA NI'YVAN NN ©/3TN "NNJ0N1 D'WI9N T¥ NIT712'09N NN |INQ7 /T2 TNIMA" |22INE NINNNT YNIQW 7NN 191
JI9707 NS NTT NI TINT IWONT :NIWTIO TIND NP7 DN'T NININENTAVNT INQIN 17NN2 D'ONNY/NN .NN20NA WI9NT WA NIWYT NN
NTI91 NNIQ72 D'WINNN 14.1% W NNNT IWEANN TWND WI9'NT DNTY |I970N NN NON D'ONNYNNN 97%-N NI ."DNTY 71V NN DdNN
NNJ0N1 NINYT TXNN 0710’1 D'OINT NNNY N'MO'Y 10N NN N7I0 7NN .I7Y |I970N NIN 110N7 020! 110 DTN NNN D'9IX 7Y
D'N'1IN NT2VYN1 DN7NNY )3 7V NIN'A0 NIAYO NINYZY TIVA."NINN DN DAIVY D'WIND AWNND, 77 NP PN 2001 NINYTE I NP NN
AINY.DPTVNND NIYINN NIV'EN D2IN) DAFNNA NYAN NIV 107 NETIN NN NINYG7 ,0N0IY TXN WI9'N NIYFAT NIIYNN NIVIE 1)V
Roseanna Sommers, Vanessa K. Bohns, The Voluntariness of Voluntary Consent: Consent Searches and the Psychology of

.(2019) .Compliance, 128 Yale L. J



0°’'70°2'T 0’0211 D’NDON DY'YIN1 WI9'NI TN NI'AITII0

TI'N TN NOINA NIMIYT T TV
UNUI'NN DUWIN D'NDN DN'WINA WION 7& NTONN NIN'GT NIINA :DI2'0 DIjNA - 1 {719
TN W

ISOC-IL

AYNNN PINN NN D) NYOYINWN DPWATY D'TTX 78 DNI'0N91 NYIA9 Nwin

NN 92, AWTN NYNN NN NNJ0N 0'01 7V 0'NJN 0197010 VTN 'INNT DP9 07D TYONT NNYWONN NT71IN
]19702 NN20N2 WI9'N NT2IN ,NNT DY .WI9N IX IYWNT DY NT 71NN NOIN NIMEATY (1N INFTN |INN9 N7 D)
VTNN NIND NN VINTIE,ONTY 17920 NTID' NN 72INT,M7NN M 7Y NVTN 757 NN TINT YT N7 17170

V7N NNN DNXNIY D'PIND QIONT TWONY

|1V NNAYT VP9 210N NINAVIE A "IN0 NAINN"-T7 "wI19'N" 2 NINIVD/NN NIINAND NN UTNN |IN27 'INY 90112
D'WI9'N VIN'D DOWNN M1 NYN' '97 DFTH7'Y TW NP YWY NTNAINT NN TV TN 017V DX NN IN DY INT
21NN PI9'N IN M'TN 237 NINTE77 .QWNNN 7Y2 7¥ NNJ0N 71 N TN NIDY7 ,Awnna

w171 M In7 0"1N9a 0772 n7a 7w (audit logs) TIVN NN
0'nn 0"M'wini

N - 7INN NYIN NIMWY DV 03N DINY MY NTAIVA IWNNNA TNINA NINTD DM DWI9NI NAINLA 110N
NIINN 7V 7I7NT IN WI9NN Q7N ‘7Y Nj79'T7 DDA 17790 I7INN O73W DITYNN NN TINWT TIND IWTN! - D120

AWONN NWATIN TIV'NN NN Y20 N7 72N ,WI9'NN 1V TXD TVNT DN7INN NN 27NN DININ NPT DN0N Ynijz
0121712200 070N NIYXNND NY7NN DA 1IYNIAY DINANEYI7TNN,NTNN NITIVO 7Y N7V NI YNAT7 1121107
0'MI2'X 0N11101) D210 27 7INN NOIN NIIYA AW D'ANKNNINPNNINN Y91 1007 ¥ NPT |9IND .DNIK11Y
|IN27 0'X7N] 0NI1210 NIAN7 D'NYT ,NNT 07N .0Y0J1I7N 0P1I9N D707 NwA PN 2ANT DNINNNT WD L(TNIMA
T-7V IN ,I'1I9 N1AN 7Y N1IMI7 NN NIVXNND (77 'wyn 011117 0N D'TINY '97N 0'7INY DMNI9 NINIT

JI70' TN 0710190 DINNA DPWINTN D'NNINT D122 97’n2 N0 DY DITYN

NPX{AI9 'Y DT [I970 "YWIN 7V NIT'YON 7INN N9IN NIIWIY 0727 I DPNA YIATT 'INY N Vi 'y
I1NI .APONIVIN 0N NIVTTNI D'0I9N (audit logs) NIT'A 'anP TN |9INAI,NINNA NINIYA 7INYYT
19797 | TN |12 ,N2IIMN DY {7INN NOIN NI W NIXTRIDIND 72 7& 12171203 TIVA 790! 10N NIV77nI M7
DIWINI DOOIW ,NTND DNI 0'01 7V .NINIT NITID N |0 DRIND 7N IWNNWN |0 WION NINTNY 17N 01N
1970 7w N{7'TAI DN NN 70N1 107] 7INN NOIN NIMWAY D7ITAN DITYND DN NI U0 N7 1791 DNNN
NI IWND 01921, DMIRNNN DA7NA NTNN DITYNN 7V 1N NN7T T NP D3I 079 1Y DNI2N 0N12107I

19702 WI9NN IX 7W NIT2INNN 17N 7INN NOIN

]19702 WI9'N JNYT DN7IN P'N0NT NN 7V N790N TIWN T¥ INNJ0N DNN N'N 11291 NNJINY NNNZYN NTRWN") 123 ' 7YT JINID 9"V 192
I9IX9DIN NYIIN NN YTONT INT NT 'N DNN NTNP D1 3MNT MNINN [N KT ..700 NINXIN 7Y VIOUN N7 VOINT INYM T NTNY - TN

("njrna



0°’'70°2'T 0’0211 D’NDON DY'YIN1 WI9'NI TN NI'AITII0

TI'N TN NOINA NIMIYT T TV
UNUI'NN DUWIN D'NDN DN'WINA WION 7& NTONN NIN'GT NIINA :DI2'0 DIjNA - 1 {719
TN W

ISOC-IL

MOWN 7,790 TIIN |12D 71NN NODN DINNA D72V 1IN T 7V IN0Y NNV DY TNN NJj72 NIV 1T NXTNN
M72 W7 QI D707 NI 7Y INWIY DDYTANN 73 7Y ..M 2N NPTIINT " 1D VA ,NNAN NIXIND
193 "INNIN NNINT YINTINTND D) 7TNNN NN |IN27 72100 D7 X 1N

X101 WI19'N NBA7 YINN Y11 WANWI7 DN 7w n713% nN1oi
20BN NIT'NY

NN Y97 NIFNINIDIO NINIA 17701 DN D177 0NN DN7INK DITYNN 127 DIPNAN 07900 D'OYN NIFN DNoN
NINY WONT T2 {71 TN MNINIDIO VW97 NIFTOIIT NN WONT 1T 1N WIN'W IUNIN WIONN IN2 DN 1IN
N10NN NINN VTNT NWAT DN{7IN 7Y N7 D720 N77.0IN DIM7IN DTN D790 NNA7 NN VW' NIMOIIT
7T 12VN NN - INW72 YWO'T NN NN WIONA “2T YON™7 NINYT {7INN NOIN NI NITIYY, IOINODN NN

WIONT NINN

AWNI 0NN NNV VIA77 NRATI 0NN 019701 VTN IX'NT 0171200 D'YNNN 7Y NNV NTONN LD TV
NINII71220N N7Y9N2 DI7NY 011N 237 TN DMNN N7 DDAX TN .07'0921 |12'77 121 D10 TWN TN NIIDT
.NNJ0N 0'01 7V NI'NION

iliI*MN1 AN*™Nn :0"2N D" 1'WINN JONIW YT 7191 *1A7 NN

1IN NAINN YT WIN NINEA (12D 'WIN VTN WNNWNT DMWY 71NN NODN NPIYA,0NNA NIPYTN IN 7IN TV
127 DI NTN,WI9'N 12V 7Y 1I970NY DTNN 7Y 0NN 227 771 N7 |121 NT.0IMI0WN 17VN NIDVN |'INT 70 07N
0'NON 7¥ N'MIION NNNNN DAY 19702 D'WI9'N ,NT|2INA .17 |I970N NIVXNNI YT 17 'N DNVNY D'WIND D

JMTAYTY VTN NIWONN 12 1NN 71 YRONNN 01NN 72 DN NIXNN 71NN NODN NIIYAY |iI1dN

N'22 WI9'N VX7 7INN N9IN NIWI TW AN NVAYT NNIT WI9N IX1 17210 1PN VTR NVNYWY |IDN
W[ 1NY 17170 [1970N NXINY |IN 72 {7INAY 71NN N9'IN NIFIWI NN 27N7 'INTL|AT N'7230 12 N'TT
0/2IN] - DIYN AN NWANA INPNDNY D'{7'NA VTN N2 DI'N 01190 D'WTIN IN - WI9'NN IX 7w NonY
,AYEIN NINPNDN | IN NITOIAN NINWRNN DN2Y ,DNNN DTN 7NN N0 DY 1207 0NN DV0IT 1IWNIY
D7IV7 0NN DIN TAN 702 DO AN D1INI LINT DN A1 D07 0N ON 2,707 DAY DN 72
NPIYY ON I VIAFT 'INY Q012 %47 ININT DI DINY D72 WNWT IN NIFT72 DIVITIN NNONYT WYY
,DN"IN DWITRN VD NIIAWNN IN/I 0NN D'WINN 0IN) YIXNYT DPI7120 0772 NI7Yon nvrnn
,AVTNN "N T 7Y P07 NXNTI0 120W DT 71 NPT NN 7N 1Dl N2IYNY jinn yTnn 'y

'WINNN ANYIY YTRN 77 NI

.Association of Chief Police Officers, ACPO Good Practice Guide for Computer based Electronic Evidence, March 2012 193

New Mexico's Electronic .0'JIN1 7¥ N1 IN Ni7’NN N2PNNY NIYTN NNY7 120 NN NINANAY ' N197T7571 NOP 170470 1] NN 194
Communications Privacy Act, Section 3.D.2; Utah's Electronic Information or Data Privacy Act, Section 1.B, 1.D; California’s
VPN NTY DTN W INVUNN DINIRA 72 7Y N2 N2AYNN 7 11 12N L0122 ;(2) (Electronic Communications Privacy Act, 1546.1(d
New York Consolidated Laws, Criminal Procedure Law - CPL § 160.50 Order upon termination of criminal action in .yw91

favor of the accused



0°’'70°2'T 0’0211 D’NDON DY'YIN1 WI9'NI TN NI'AITII0

TI'N TN NOINA NIMIYT T TV
UNUI'NN DUWIN D'NDN DN'WINA WION 7& NTONN NIN'GT NIINA :DI2'0 DIjNA - 1 {719
TN W

ISOC-IL

NITAN NT7V9NT N'0OWNN NMI0INN NN TNIY NNOWN NIVOT NV NIINNK) IN0 NIATNN {7IN 1D N7 INY DTN
NINN NN 7INNT [N WND 71LVAINNIIND,DP09WNN 027NN DINNNT 772 NINN N7'NN 7V Min ("]9"0" |10
N7]IN02 'NY0N NENTI INYNYY NITNND NIN 227 .(VTIVY N12IN NIYNNN] DY/ NY'IN 01717 &' NNNN) INITNA

N7YUNNN WN 72 N2IN] DNY77 NIDNONI,N7’NNT 0NN 0772 71N 1ININ

TV Q70NN NN 7Y [IAYN1T NN 7INN NOIN NIMLAYW NTIT 771 N7 ITYT DITIDY DN NYNWTNNNA NIWAT
70N |13 NI'M’9 NIDVYNAINWT 7P 71NN NODN NIMPAY DININ NN MIVAYN 91N 72107 D) NN ,PI9'N IX
NNNIND 1OWNIY DYYNN 02NN NN 72207 )21;0"NN0YN NN 701 NIFYI1d 7V 0N 70N ,0"YV'TIN 0N

195.N9DNN 19101 D'WIN ' T TV NN NT wINRN

N N'IWA 7 NIPW niam

0'7D1 NIYNNWN [7INN N9IN NI 12 |9INN 7V NINX DIYNAI NPT 2'N7 02X 0NN DYDY TN NPT WAl
AN T NI AWONT NN 7Y L, WTINT NNN NINOT 1770 NINIAN NN Y'ONT 1IN V' .07 DA'WINT 0'NI9
TV NIINKRY 71NN NODN NI T NITIDIN NN 'ANT DX 12X 0N NN VAR )T DIV T 7V VTnT
NAIN Y7 NIANT,NTN 072D |N7W 7700 wIN'win 7V DPNIW NINYIT Y'ONT NIDAX NIPAN )27 90112 .01IN0A

JW0IN ANITVITI NDDT NINT

0'wINT 0'NI9 0701 NIWNNYN 7INN NODN NN 12W |9INN TV '9IXN VTN 71727 NIDIX NINN NINIKAN
7,0

;NJIN] DO WI9'N NWYI |I9T70 N'wdN Nnd1 »

JPI9'N I NIVXNND IN,(DNIDN NPT 02X NNJ0N2 0'WI9N ) ON) NNJ0NA IWY] NTNN DWIONN DN »
;'Y NTON ,YVI9'N] DNIYTY D'IIXn Noon -«

;NNPNIY NNVN (NI0

;NTXIN DN IXNMT DDA ITAN NI9ODN TN e

;ITY0IW DN "X 7y 010N -

.ONT7Y NINDIIN N90N1,0IINY NINLINAT IWN'Y (NINDWI) DD 1N -

NIT7 0OWNN M2 NN 2NN [7INN NAY ,2"NIN NN XD 77INNN 97D NINTN NI9YW NIAIN 7w DIWYT NN NNAIT
NIY{72N 190N NNELNMANO7IN IN NFTRAIN, DI MIYEN 01T D'WiAN N DIXT NIMYTNN NIYEZan 190N NN
07'NN 170V 12¥ NIN'AVN 210 227 NNIINEDII9N VTN AN 2 07713 D'NIFTN 90112 9C.INT IN 172700 IWN

XD NIVXNND QYINY VTNNN V1YW DIYNN N1 DNAXVNN 19011, 17VNn 10 ,IXn Wirann Dnay

A7IT TNIT AN LD VTN NANNDT NYYNN NN DTV TN NNZION N7 N ‘7Y NT01AN 'M72 NY9IN TNIYA NN NIJNNNN DY 195
NVI7 WINY 7Y nnIT7 .QIRy7) (10.8.2021 ,0NN1W) 12712 'TW YT'Nn NINN] D01V 7W 0P0NT'9N D'WI9NN ?DMNIWA 7V 1NIY 'n
JIWNTINY DNOIY T TV DTN NITIDA

.United States Courts - Wiretapes Reports (link) 196


https://www.ha-makom.co.il/post-shomrim-daniel-databases/
https://www.readitnow.co.il/news/%D7%A9%D7%9C%D7%99%D7%A4%D7%95%D7%AA-%D7%A0%D7%AA%D7%95%D7%A0%D7%99%D7%9D-%D7%91%D7%9E%D7%A1%D7%A4%D7%A8-%D7%A8%D7%91-%D7%A9%D7%9C-%D7%94%D7%96%D7%93%D7%9E%D7%A0%D7%95%D7%99%D7%95%D7%AA-%D7%91/
https://www.uscourts.gov/statistics-reports/analysis-reports/wiretap-reports

0°’'70°2'T 0’0211 D’NDON DY'YIN1 WI9'NI TN NI'AITII0

TI'N TN NOINA NIMIYT T TV
UNUI'NN DUWIN D'NDN DN'WINA WION 7& NTONN NIN'GT NIINA :DI2'0 DIjNA - 1 {719
TN W

ISOC-IL

NIANXIVA NIMI712201 YNNYNT7 7NN N9IN N7 NMYKRNY N'7INN NIDNONI TVIND 91NN N11n
[1'2N NIIYN | N7ND NINIRA ,DNXVTYI NI9YTYT 12VN |1AWNI T |NNI NI9YTY '7PTan7 n'71D' N'INN
YT NITID DTN NINIRA NP P77 |9IND NI2XT7I NIPYYTA 'YAIE'T,0M{7INT )T 'I1IV'T7 Y707 NITD |nw
L1'IND 0’721 NIYNNYN | YITNI NN ,)'N NITNYT YA 71NN N9IN NIVIPA 7V 2’011 7V 12'N NNj7T

NIMI71100 7907 iM"7A NMWA 11 0121017 WAl 00 NJ1yn NNTON
N7u'T NTg

]2 MIYZNT N0 NIINNT IN 0'NON 0119701 WI9'NTI NXI9T NOINN NI NITYONY 0O'1NI9N 070N D NTAIVN
N7Y9N 7V 0'IN17 07019 0'NII DNIN 7Y NPT YAI11 NITNY NNIVN NIP0N9 NNAN T 7V N7 079100 D\AwNN
NI7voNn 7v vTn 7on7 N713' ' 7wn7 NSO NN2N7,71N NTVIN"ITN NVTT 1INJ1AYW 9] .i'NIN0N IN 1770 07N
NYNTI NT0INN 7Y NFTNY NYTON |2 7V .00 TV 7V VTN QN 'TINENTYONT NP0 TN NNOWNT Ni79'0w 0D'7DN

.0"71I0' D'02'N NNJT7 ONPNNT

MY NIFO0NN NI'019 NINAN DY 0NN N9INN M NAWINNT Q0 '770 71707 NN N'TNY NTON , N'WUN)
N9DNN 1911 77 7Y NIMT'NY NITIVO 117 NN IV ,"DNWNN 2 MIYNT NIINN" IN D771 019707 N9
VN7 '0190 DN 7Y NIKI 7V 913 110N DY 7V NI00IAN NIMT1E7'NNNT NIDAX 17N NIT1IN 070170
71 2N DN7VON NN TVNNN VTNNI D'7DNIE 791NN VTN 1'97W N7Vl L,i79'0 TWN DA'WINN N1V QONIN

0N 0MINN

™N17121 NTTIN19 DPAT71008 7Y D'B91W7 NMN7NWn T

DNIYNANIY DPAITII0N D790 779 DP0OIWT X1 |NAW DIMY NNV D77 1D N NTVEN"T NNTANT NNITA
NOINN NIMWY NITVONW DMAI71220N 0720 7I79N7 VAIIA DI P NIWYT &' 197,00 7191 TN0 NN YXAT [N
7 AINND VITY .DNIVYNNNA 727000 VTR 9701210 N7 ,0192 D79 01197021, AWNN ININA WI9N'7I NTNT
"2 JIPN VN7 DVOI72I7N 07N DOWNN MA 78 NNWONN NN NODII 11T 71N NPV NINIIVN '09IW 779

.NNINY INYI9W 'WNNN D7 DNN |INA7 NI, N9 NYAON NTNT MNN 1IN

,NANNI0N2 727NNT 19X VTN Q7N NITNNN 1IPONND T N0 NITND IXT AT N2 0N'ON 7V q01N") 47 'nya ,39 W' 7V7,1n N"IT 197
770 NN QN0 NITND YNNT DIN0INN TINNN 09WNN M1 'O9IYT 12X TNIY NTOWNA 0217120010 0'NMIN JNNI0NA NIMY NINTNWN 077
("DNIYXNN] 72MNn VTN 97’01, 029NN ,AN0 NITNN YXAT N DNIYNNND 01712000 0F7dN

o



Cellebrite N1>7ynn 0'y91ni 0'V79 - N 1901

8 Reportpot - Abe Acrobot Rescer DC (2-68)
Be [b Vo Son MWindew Lidp

Home  Tools Report.paf x
w e 8 Q

Bookmarks x
B- &

R summary

Cellebrite UFED Reports

[ source Extraction
= [ Device Information
[ Plugins
[ contents

[ 8luetooth Devices

, Extraction Report

[ Calendar
R Caltog Summary
. UFED Physical Analyzer version [6.0.0.126
A o i
bt e Report creation time 02/03/2021 13:24:39 +02:00
R Facebook Time zone setings (UTC) [(UTG+01:00) Zagreb (Europe)
R Faccbook messonier Examiner name | DeLong
Email |
R Hangouts 4 [Compary |
[ Skype:
live#3amarko.sim22
R Skyperchatsync Source Extraction
A snapchat Physical ‘
A viver Version type | Academic
s Extraction start datefiime | 5282017 17:16(UTC4)
= Extraction end data/time | 5/28/2017 17:31(UTC-4)
[ Contacts UFED Version |6.2.0.219
B cookies Intermal Version [46.0219
Selected Manufacturer | Samsung GSM

[ Device Users

[ Emails

Selected Device Name
Conneciion Type

[ Installed Applications Extraction Type

[ GT-85280 Galaxy Star
[ Gable No. 100
[ Physical [ Android ADB ]

Extraction 1D

| 9E5EF395-A261-4ACO-AFF8-EFAFB0T 14756

Europe/Zagreb

A ers Time zone settings (D)
A Locations Time zone settings (ID)
Ml Netec

W ® Extraction Summary (1) x

Al Content Physical

Extraction Summary

%) Extractions; 1

o Physical
Samsung GSM GT-55280 Galaxy Siar
Physical [ Android ADB |

3017 17A6(UTC4)

5282017 1731 (UTC4)

Cx\Mobide Hands-on Session\Reportufdr

(%) Case Information
aemireer na Delong

AVAIRY Foranie Sehutions

Device Info

Tethering

System

+ Add extraction

kevin @ avsiryfaremsicsohutions.com

Device Content
Phone Data

Blustaoth Devices 3 Calendar 49 (1
Chats Contacts 255
Device Locations u

Device Users

166 (1 Hagies 5

Passwords 2 () Powering bvents 2
SIS Messages 62 (4 User Accounts 1
Web History 294 Wireless Networks 1
Data Files
[ Configurations 29 S Databeses 283

{E} Project settings

Cail Lag

Cookies

Emais

Natifications

Searched |tems

Web Bookmaries

O Documents

e

Bl Generate repor



TI'N
UNul'Ni
TN
ISOC-IL

B @@ 8 Q
k]

N
@ [ Cookies
D Device Users
@ D Emails
D Installed Applications
[ Gps
D Locations
[ Notes
[l Notifications
D Passwords
[d Powering Events
[ Searched Items
D SMS Messages
[ User Accounts
[1 Web Bookmarks
D Web History
[1 Wireless Networks
[ Timeline
~ D Data Files
[ Configurations
[ Databases
ﬂ Documents
[ RN
[ Text
[ videos
[ XML piist

Bookmarks X

D’NdN D1'WIN1 WI9N'7I N TNT NIPINIS-NIFT0A'T NIPAITIID0
'TNAY] N9INN NIV T 7V D019 |1V 'ANYNII
0'N90]

® @

284 [/ 466

B & UQ

Size (byles): 2372
Size (byles): 2719
Size (bytes): 2422
Size (byles): 5881
Size (byles): 8861
Size (bytes): 8797
Size (byles): 8807
Size (bytes): 9080




D’NdN 01’YIN1 YI9'N'7I M'TNT NI'MII9-NIP702'T NIPAITII0

TI'N TNIYI NOINA NIIYY T 7Y D019 |2V 1ANWN

UNUI'NI ginkien
TN
ISOC-IL

DWwbwnn TIwn
TR MwYpId
73 npbnn

VYYN'NATRIND  poyw ,ﬁEz_(N—’)‘AM
2019 Yn3|5

[)/é f 295
06 -03- 2019 ! 433 219272700 NN )

. f 92»0-0VYP0 VNI
DYVN Uawn 3 i
L (Dsy peNy

27 DY

INIYIY YINH MIND AYNN IMNY 197N INY AYPA TNSY VaYND-NAY NI AND TN

NDTRN VDI NIWHRNT YVIWNN XY 29T DTN NN SNNINY INNY 1D DITINY M0
ALIND APTN N NRIIND NYPIAL DVYN LAVYH N2 MY AN NN ) ,ONYT HN
LN PTD DIDIDNN DIAVNN HN DIVIPHRN DPAIN IYNND MIDIND YN DIV [ 2WNND

.118705/18 X99 )12 DINPPN NNDNA NNY

1 DININ DONINT Y9I 1NN

11919 VAR DPNIN DNV N D3AYNN DIRYNIN AYNNN PIMNY APTNIMN N
.DTIVYNN NPIN2Y DOHVINT DIPIINY DYIRIDM PN (1
_DNYL NNRIOVIH NYSNNA DITIWNN HY MY IN MINON (2

H5Y DN Y0202 NMY ,TYNN Y9 DY, DOWNRYAN IWNNT MNIVIAY AWNnn N (3
PN 2»73Y0 DN

»PINY NPTN H91D NINY T NYNON MONNN D123 AWANN IMND APTANIN DY .2

DA DIPR 992 IR HNIWI DIANN MNHD NAYVY N IWNKY DIWIPHN 2WNNN

Y NHND NPTAN ONYY MYPIN NDH NN IWURY ¥ AWNHN MIDIN DNIN DINND)
WNID

,DYDIANN DXTIN DAYV N DIAVNNN HY DIPIINNN MNINI Y8INND NPTANDY )
.DIMIN2Y 5Y OUMNM 1V DN M )2 ON NIN

27T

2
LA

TNY PPONNDN DIN T
NP THN NMVIYPIAL 12PN APYNN YN

02-6468009 :DPD 03-6949380 J1BYL ,64924 21K Y1 ,33475 T/1,1 7710 {U™MIT /M0
Cyber-unit@justice.gov.il :7”X17T




